


Overview 
contributing partners

KPN is the largest telecom and IT service provider in the 
Netherlands. Our network is Dutch to the core. We have a 
clear mission – to help the Netherlands move forward through 
that network.We believe in a society in which communication 
technology makes life richer, easier and fuller. KPN wants to be 
the unifier of that society, for people and companies. At home, 
at work and on the move. We have the resources, and the 
technology for reliable fixed and mobile networks.

The National Police is investing in one strong approach 
towards cyber crime. From 2015 onwards, regional police 
shall investigate a growing number of such cases, applying 
expertise gained in recent years by themselves and by the 
National High Tech Crime Unit (in Dutch: Team High Tech 
Crime, or THTC). Since 2012, the focus of THTC lies on 
preventing and investigating high-impact cyber crimes with 
an innovative and complex nature, undermining society. 
In 2013, the unit won the Mensa Fonds Award for being 
the best employer for highly-gifted individuals. Working 
closely together with both regional and international law 
enforcement, THTC can be invoked in any high tech crime with 
a victim, a suspect or abused infrastructure residing in the 
Netherlands. We encourage you to report cyber crimes. Please 
make an appointment with your local police station and ask 
for the presence of a digital expert. If needed, they will invoke 
THTC. You are also welcome to follow THTC on 
Twitter: @PolitieTHTC

Accenture is a leading global professional services company,  
providing a broad range of services and solutions in strategy, 
consulting, digital, technology and operations. Combining 
unmatched experience and specialized skills across more 
than 40 industries and all business functions—underpinned 
by the world’s largest delivery network—Accenture works at 
the intersection of business and technology to help clients 
improve their performance and create sustainable value 
for their stakeholders. With approximately 373,000 people 
serving clients in more than 120 countries, Accenture drives 
innovation to improve the way the world works and lives. 
Visit us at www.accenture.com.  

Deloitte provides audit, tax, consulting, and financial advisory 
services to public and private clients spanning multiple 
industries. With a globally connected network of member 
firms in more than 150 countries, Deloitte brings world-class 
capabilities and high-quality service to clients, delivering the 
insights they need to address their most complex business 
challenges. Deloitte has in the region of 200,000 professionals, 
all committed to becoming the standard of excellence.

Royal Philips is a diversified health and well-being company, 
focused on improving people’s lives through meaningful 
innovation in the areas of Healthcare, Consumer Lifestyle and 
Lighting. Headquartered in the Netherlands, Philips posted 
2015 sales of EUR 24.2 billion and employs approximately 
104,000 employees with sales and services in more than 
100 countries. The company is a leader in cardiac care, acute 
care and home healthcare, energy efficient lighting solutions 
and new lighting applications, as well as male shaving and 
grooming and oral healthcare.  

Zimperium is a leading enterprise mobile threat protection 
provider. Only the Zimperium platform delivers continuous 
and real-time threat protection to both devices and 
applications. With Zimperium, businesses protect devices and 
apps against known and unknown cyberattacks from a single 
platform to boost mobile productivity, while safeguarding 
employee, customer and company data. Serving global 
organizations at enterprise scale, Zimperium’s award-winning 
solution is based on a disruptive, on-device detection engine 
that uses patented, machine learning algorithms to protect 
against the broadest array of mobile attacks. Headquartered 
in San Francisco, Zimperium is backed by major investors 
including Samsung, Telstra and Sierra Ventures.

The National Cyber Security Centre (NCSC-NL) is a 
government organization dedicated to increase the resilience 
of Dutch society in the digital domain and, by doing so, to 
help create a safe, open and stable information society. 
Through its network strategy, it aims to increasingly involve 
various other organizations in order to fully utilize their 
combined knowledge and experience. At this stage, the NCSC 
has established fruitful cooperation with other government 
bodies, public and private parties, the academic community, 
and with numerous international partners. One of its main 
products is the annual Cyber Security Assessment report, in 
which the NCSC - in cooperation with its partners - describes 
the current state of affairs of cybercrime and digital security 
in the Netherlands.

European Cyber Security Perspectives 2016 was produced and published by KPN, © 2016, All rights reserved.



11January

Anonymous claims to have successfully penetrated 
the network of several Ukrainian Law Enforcement and 
Justice organizations, and leak some document to proof 
the local level of corruption.

Preface
Dear reader,

The European Cyber Security Perspectives report is an annual report, in which we aim to share different 

approaches, perspectives and insights in regards to cyber security. 

In this year’s report you will find an article about quantum crypto, cyber cops that go global, and follows 

up on last years story about honeypots. 

We hope this report inspires you.

The European Cyber Security Perspectives Team.
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The Twitter and YouTube accounts for the US military command that oversees 
operations in the Middle East (CENTCOM) are hacked by the CyberCaliphate. 
Several maps and diagrams are also posted by the attackers, despite Centcom 
stating that no sensitive information has been compromised.

After United (in December), even American Airlines admits to 
have been victim of hacking stealing usernames and passwords 

from a third party source. 10,000 accounts are hacked and 
subject to illegitimate transactions of miles. 

12January

Quotes contributing partners
Jaya Baloo
CISO, KPN

Even in security, it’s about the little things that make a big di�erence. I’m not just talking 
about applying the Pareto Principles to information security management, which is more 
about playing security “moneyball” than anything else. I’m referring to creating critical mass 
with a few, well chosen initiatives, which is all about the cumulative e�ect of marginal gains. 
Let’s get out there and use: MANRS; BGP w/RPKI; mail with SPF/DKIM/DMARC; DNSSEC; 
SSL(TLS1.2) (amongst other secure protocols.)

Hans de Vries
Head of National Cyber Security Center

�e digital world and the physical domain are becoming more closely intertwined every day. 
When security is inadequate in the digital world, things go wrong in the physical world. All the 
developments in the digital domain, both positive and negative, have one thing in common. 
�ey are constantly and rapidly evolving. �e ever-evolving threat − and its potential impact 
on digital and physical society − means that we cannot a�ord to stand still. Cybersecurity 
demands that we keep taking that extra step. And we shouldn’t do that alone, but together 
− nationally and internationally. �is publication o�ers an excellent demonstration of this 
resolution by exploring this important subject from a multitude of perspectives.

Maarten Bodlaender
General Manager Philips Security Technologies

Any of our cryptographic methods were designed for mainframes and large computers, and 
were never intended for society-wide use in Smart Phones, Clouds, or the Internet-of-�ings. 
Cyber attacks cleverly exploit this increasing design gap. Certainly none of the classic methods 
were designed with quantum computers in mind. �erefore it is becoming di�cult for system 
designers to create systems that withstand sophisticated cyber attacks. New basic building 
blocks, new security technologies, are needed to build systems that withstand a range of cyber 
attacks, and remain secure in the advent of a quantum computer.

Wilbert Paulissen
Director National Criminal Investigation Division, �e Netherlands National Police

My greatest worry over the last years was the emergence of high tech criminals using highly 
sophiticated means in a more or less focused manner. Nowadays I see low tech criminals 
making a rather indiscriminate use of high tech exploits with a far greater impact. Countering 
this cannot be limited to law enforcement. We need to empower industry and end-users to 
enhance their resilience.'

2 | European Cyber Security Perspectives 2016



January 15

Not a single attack, but a coordinated campaign. 
On the aftermath of the Charlie Hebdo attack, 
about 19,000 French sites are the targets of light 
DDoS attacks. 

Dave Klingens 
Director Deloitte Cyber Risk Services

Assume you will be hacked – therefore the ability to detect and respond to data breaches is 
key in Information Security.

Zuk Avraham
Founder, Chairman and CTO of Zimperium

Our team is constantly looking for innovative ways to protect our customers as technology 
and hacking techniques evolve," said Zuk Avraham, Founder, Chairman and CTO of 
Zimperium. “Researching iOS and Android platforms for vulnerabilities is part of our ongoing 
mission to �nd and report �aws and enhance the detection in our products in order to 
improve the state of mobile security.

Floris van den Dool
Managing Director Information Security Services Europe, Africa and Latin America, Accenture

Today’s cyber security environment is often compared to an arms race. And the obvious 
question that gets asked is, ‘are we winning?’. �e answer is both sobering and challenging, 
for ‘not yet’, would be the most appropriate response. While some organisations have learned 
from experiences and are raising the bar on defense, the attacks move to greener pastures 
and society as a whole is still catching up. �erefore, research into trends and possible 
remediation remains incredibly important. And the need to collaborate across borders and 
industries is more urgent than ever before.  

European Cyber Security Perspectives  2016 | 3
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Oracle shuts down 
SSL 3.0 in Java.

January

Summary of the 
Cyber Security Assessment 

Netherlands 2015 
�e Cyber Security Assessment Netherlands 

(CSAN) is published annually by the National 

Cyber Security Centre and drawn up in close 

collaboration between public and private parties. 

�e aim is to o�er insight into developments, 

interests, threats and resilience in the �eld 

of cyber security over the period from April 2014 

to April 2015.

�e focus of the CSAN lies on the developments in the 
Netherlands, but important developments abroad have 
also been included. �e CSAN is a factual description, 
with guidance based on insights and expertise from 
government departments, critical infrastructure sectors 
and the academic community. For this CSAN, the NCSC 
has renewed its collaboration with a large number 
of parties, both public parties (e.g. the police, intelli-
gence and security services and the Public Prosecution 
Service), academic institutions and private parties (such 
as the critical infrastructure sectors).
Over the past few years, more attention has been paid 
to the dependence on IT. Countries attach increasing 
importance to the internet and IT becomes indispens-
able. More and more insight is gained into the number of 

Pieter Rogaar (NCSC)
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New version of Adobe Flash contains 
a zero-day vulnerabiity, allowing 
malicious software to execute. 

incidents, which also allows for more targeted measures 
being taken to increase cyber security, for larger and 
smaller organisations. Phishing and cryptoware, 
however, continue to pose a threat to the Netherlands  
as a whole

Core findings

Cryptoware and other ransomware constitute the  
preferred business model for cyber criminals
Criminals use cryptoware (ransomware) in order to 
achieve their goals. Unlike other common malware, such 
as Remote Access Tools (RATs), criminals use cryptoware 
to block access to data using encryption. �e willingness 
of people and organisations to pay the criminals results 
in high average proceeds per target for criminals. �at is 
why they can make relatively large investments per infec-
tion. More advanced forms, for example aimed at web 
applications, have also been identi�ed. �e popularity of 
the use of ransomware and, in particular, cryptoware will 
further increase in the next few years.

Geopolitical tensions manifest themselves increasingly 
often in (impending) digital security breaches
States and other actors that seem to act in line with the 
interests of these states increasingly use digital attacks 
and cyber operations. �e aim is to represent their inter-
ests and to in�uence geopolitical relations or develop-
ments. Digital attacks are an attractive alternative and 
addition to conventional military and espionage means. 
�eir scope and impact are large and the costs and risks 
are low. In the past year, con�icts, attacks or political 
issues were often the reason for digital attacks. It is often 
di�cult to trace back the actor who carried out the actual 
attack, and to determine the extent to which a state actor 
played a leading role in the attack.

Phishing is often used in targeted attacks and can bare-
ly be recognised by users
Phishing (‘�shing’ for login and other user data) plays 
a key role in carrying out targeted digital attacks. Users 
are hardly able to recognize phishing e-mails in targeted 
attacks. A successful phishing campaign gives attackers 
access to internal networks of organisations and the 
information stored on these networks. Means to make 
authentic e-mail recognisable as such (e.g. digital signa-
tures, Sender Policy Framework (SPF), DomainKeys 
Identi�ed Mail (DKIM) and Domain-based Message 
Authentication, Reporting and Conformance (DMARC)) 
are only used in practice to a limited extent. �is ensures 
that phishing continues to be a low-threshold and e�ec-
tive method of attack.
Availability becomes more important as alternatives to IT 
systems are disappearing.

Important social processes come to a standstill if the 
corresponding IT systems and analogue alternatives are 
unavailable. �e phasing out of analogue alternatives 
to IT systems therefore makes the availability of these 
systems even more important. �is is especially true if 
these IT systems support important social processes such 
as transport, �nancial transactions or energy supply. �e 
measures that banks have taken against DDoS attacks 
show that it is possible to take e�ective measures in 
order to increase availability of digital facilities. However, 
organisations often wait to take such measures until IT 
systems have already experienced availability problems.

Vulnerabilities in software are still  
the Achilles heel of digital security
Software is a crucial part of our digital infrastructure, 
because software opens up the possibilities of hardware 
and the ever growing amount of data. Software suppliers 
in 2014 again released thousands of updates in order to 
repair vulnerabilities in their software. Organisations 
sometimes do not install updates due to the obstacles 
they encounter when installing them. As long as the 
updates have not been installed, parts of their network 
will continue to be vulnerable. Such vulnerabilities allow 
actors penetrating networks via phishing or zero-day 
vulnerabilities to move further through the network. 
With software installed in new places, such as medical 
equipment or as part of the Internet of �ings, the impor-
tance of security is further increasing. Unfortunately, 
the software in these devices often turns out to contain 
elementary vulnerabilities. Updates, which often need to 
be installed manually, are not easy to install due to the 
nature of these devices.

Insight into threats and actors
Table 1 provides insight into the threats that the various 
actors have posed over the period between April 2014 
and April 2015 to the targeted ‘governments’, ‘private 
organisations’ and ‘citizens’. Criminal organisations and 
state actors continue to pose a threat to these three target 
categories. �is threat has become more speci�c. For 
most organisations, the manifestations of less advanced 
actors form a smaller part of the total than before. In 
some cases, the red colour conceals that a high threat 
level can increase as well.

European Cyber Security Perspectives  2016 | 5
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Blackphone contained  
a serious privacy leak.

January

Table 1 - original can be found on page 11 of CSAN 2015: https://www.ncsc.nl/english/current-topics/
Cyber+Security+Assessment+Netherlands/cyber-security-assessment-netherlands-2015%5B2%5D.html

Reference to CSAN 2015: https://www.ncsc.nl/english/current-topics/Cyber+Security+Assessment+Netherlands/
cyber-security-assessment-netherlands-2015%5B2%5D.html
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Table 1  Threat matrix

Targets

Source of the threat Governments Private organisations Citizens

Professional criminals The� and publication or  

selling of information

The� and publication or  

selling of information

The� and publication or selling  

of information

Manipulation of information Manipulation of information Manipulation of information

Disruption of IT Disruption of IT Disruption of IT

IT takeover IT takeover IT takeover

State actors i ital espi na e Economic espionage Digital espionage

Offensive cyber capabilities O�ensive cyber capabilities

Terrorists Disruption/takeover of IT Disruption/takeover of IT

Cyber vandals and script 

kiddies

The� of information The� of information The� of information

Disruption of IT Disruption of IT

Hacktivists The� and publication of  

information obtained

The� and publication of  

information obtained

Defacement Defacement

Disruption of IT Disruption of IT

IT takeover IT takeover

Internal actors The� and publication or selling of 

information

The� and publication or selling of 

information

Disruption of IT Disruption of IT

Cyber researchers Receiving and publishing  

information

Receiving and publishing  

information

Private organisations Information the� (industrial 

espionage)

Commercial use, abuse or 'resale'  

of information

No actor IT failure IT failure IT failure

Low Medium High

Change compared to  
CSAN-4

No new trends or phenomena of threats have 
been observed.
OR 
(Su�cient) measures are available to remove 
the threat.
OR 
No incidents worth mentioning have 
occurred during the reporting period.

New trends or phenomena of threats have 
been observed.
OR 
(Limited) measures are available to remove 
the threat.
OR 
Incidents have occurred outside of the 
Netherlands, a few small ones in the 
Netherlands.

There are clear developments which make 
the threat expedient.
OR 
Measures have a limited e�ect, so the threat 
remains substantial.
OR 
Incidents have occurred in the Netherlands.

6 | European Cyber Security Perspectives 2016
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An attacker could adjust the modem 
settings of the KPN Experiabox.

January

A Phish a day keeps 
the doc away? 
Mandy Mak (KPN) and Michel Zoetebier (KPN)

An insight in the activities of a professional and 

yet amateurishtic group of criminals and the 

outstanding collaboration between the private 

and public sector in order to stop them. 

Phishing
Phishing is a well-known way to obtain personal data 
and steal money and it has really taken a rise over the 
last years. Besides banks, more and more companies 
are being targeted for phishing attacks. While the main 
reasons are still �nancial pro�t and identity theft, a 
remarkable increase in the phishing for e-mail user 
accounts is seen. Especially within KPN: customers are 
attacked with fake emails and the high performance 
infrastructure is used for sending out large amount of 
phishing attacks from various companies. 

European Cyber Security Perspectives  2016 | 7
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ADAC discovers weaknesses in BMW, Mini 
and Rolls Royce models, potentially exposing 

over 2 million cars to cyber-attacks.

A critical vulnerability in glibc, a core Linux 
library, can be exploited remotely through 

WordPress and likely other PHP applications 
to compromise Web servers.

An example of a phishing email:

�ough the responsible persons for setting up these 
attacks are persistent and seem well organized, they 
made some major mistakes which made them visible 
and trackable over a long period of time. KPN-CERT and 
the KPN Abusedesk have tracked their activities with the 
intention to make a prosecution possible.

Epic first tactic
�e phishing activities started to get our attention at 
the moment that a domain registrar �led a complaint 
concerning the registration of fake “over op iban” 
websites within the .nl domain names, originating from 
a static IP address belonging to the Consumer DSL 
network. In the following hours/day these domains 
were advertised in phishing e-mails, where the source 
IP address of the sent phishing e-mails was the same 
as the IP address requesting the domains. Conform the 
Abusedesk policy the involved IP address was quaran-
tined from the internet, to try to stop this campaign. 
However, within one week multiple IP addresses 
were reported sending out the same kind of phishing 
e-mails and containing the same phishing site url’s in 
the e-mail body. Once an IP address was quarantined 
by the Abusedesk of KPN, another one popped-up. As 
this raised the question how this could be possible, an 
investigation was started by the Abusedesk. �e outcome 
of this investigation was that except for the �rst reported 
IP address, all other connections appeared to have an 
open and unsecured WIFI network present. �e registra-
tion details of these customers all led back to one speci�c 
apartment complex. Plotting these location details on a 
map it immediately showed that somebody had started 
moving around from the neighbors unto the last apart-
ment within a few hundred meters, looking for unse-
cured WIFI networks (this is called wardriving). �ough 
wardriving has not been seen for years, the owner and/or 
user from the �rst reported IP address apparently started 
moving around in order to be able to continue this Abuse.

Red alert, shields up!
�e situation now became more serious. Unknowing 
customers are being abused, disconnected from the 
internet and the amount of phishing e-mails targeting 
Dutch banks started to rise. �is could cause �nan-
cial damage for civilians being fooled by the phishing 
attacks. Since more questions than answers were found 
the investigation continued with a higher priority. 
Immediately it became clear that the responsible persons 
were not smart enough to leave no tracks. Within the 
e-mail headers of the �rst group of phishing e-mails 
multiple similarities were found. �ese speci�c details 
most likely pointed to the same user/sender. �e body 
of the phishing e-mails also contained multiple speci�c 
similarities. �is might suggest a template was used for 
all di�erent attacks. Simply change the url, �nd a new 
unsecured WIFI network and start spamming. At this 
time we cannot disclose the details of these similarities. 
Knowing this there is a challenge to counteract these 
criminals. But, surprisingly the attacks suddenly stopped, 
for over half a year…

Getting more mobile
After this period of time a new phishing attack was 
reported, again through an open WIFI connection, but 
from a totally di�erent location. As we reacted as soon 
as possible to secure the WIFI network and take down 
the phishing site, we hoped to disturb them as much as 
possible and tried giving a strong signal that KPN does 
not tolerate this behavior. It became quiet again, perhaps 
to quiet... Until suddenly new phishing attacks were 
reported, originating from the Mobile Internet network. 
Within the e-mail headers the same similarities as found 
before presented themselves. Due to the use of a Carrier 
Grade NAT in the mobile network, connecting devices 
often switch IP addresses. �e attackers might have 
thought that they found a way to remain undetected in 
order to continue the phishing activities. 

8 | European Cyber Security Perspectives 2016
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A WorldPress plugin downloaded half a 
million times, has been used in zero days 
attacks that served up malware.

6

You change tactics, we change tactics
As the game was on, and they unknowingly found a 
weak spot in our defense, we had to change tactics. After 
contacting local police and Team High Tech Crime we 
had been given advice on our possibilities to �le a formal 
statement to the Dutch police, and what kind of tech-
nical information was needed for them to possibly start 
an investigation. Unfortunately we had not yet gathered 
enough information to start to a prosecution.

The collaboration started
Within the Dutch security community we started to share 
information about this issue and asked for help. Were 
banks able/willing to �le a formal police statement? 
Are unsecured WIFI networks of other ISP customers 
perhaps also being abused for sending out these phishing 
e-mails? Are Hosting providers able/willing to cooperate 
in this matter? Would we be able to share information 
and build a stronger case within the boundaries of the 
law? Yes it turned out! 

Building the case 
KPN �led a formal police statement including leads to 
other companies able to follow up to claims from the 
police concerning information on this case. Hosting 
providers started to save the registration details, content/
log�les of the phishing sites. Other ISP’s would be willing 
to �le a formal police statement in case of new big attacks 
against their companies/customers.

Oh no, more phishing..
Using the mobile network from multiple devices it 
became clear to the criminals they had found a good 
piece of infrastructure for their activities. �e good repu-
tation of the IP space of KPN helps in the deliverability 
of their phishing e-mails. In one weekend multiple ISP’s 
and their customers were attacked. A few days later the 
Dutch Tax Service (Belastingdienst) was hit, claiming 
receivers had outstanding tax payments. All involved 
parties also �led a formal police statement which would 
be added to the already started investigation based on 
KPN’s statement. �e situation became unacceptable and 
we had to take strong measures. By changing access lists 
in the network it would no longer be possible to use any 
mail server from KPN, from within the mobile network, 
without having to use credentials. When using these 
credentials there are automated anti-abuse systems 
that monitor any possible abusive behavior and 
automatically stopping it. Finally, this was a major blow 
to the criminals face! 

We are not through with you yet
�anks to the technical measures we have taken, 
which prohibited unauthorized e-mail from the mobile 
network, the criminals now have a very strong need for 
user accounts that have access to the mail servers of KPN. 
From external IP addresses they launched almost daily 
phishing attacks in order to harvest user credentials, 
that were then being used for sending out bank phishing 
e-mails from the KPN infrastructure. However, with 
constantly adjusting and tuning our anti-abuse tooling 
they are not able to send out a great amount of e-mails 
and seem to have an ongoing shortage of accounts. 
Since this cat and mouse game will keep going on, we 
now feel that the collaboration between the private sector 
and the public sector has helped enough in this case 
for the police to act against the persons responsible for 
these actions.
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All Dutch government websites go suddenly down on Tuesday morning, 
only coming back up more than twelve hours later. The day later, the 
Dutch Ministry of eneral Affairs, issues a brief statement saying 
indicating the cause of the outage as consequence of a DDoS attack.

Phishing emails 
empersonating Microsoft 
target corporate users.

February

Why cryptography standards
 need to take a quantum leap 

Maarten Bodlaender (Philips), 
Oscar Garcia-Marchon (Philips)

A new age of quantum computing is about 

to dawn. Harnessing the power of quantum 

mechanics, quantum computers will render many 

of today’s cryptographic methods ine�ective 

overnight. �is means that governments and 

organisations, which need to keep data secure for 

long periods of time, need to start thinking about 

how they are going to encrypt their data to protect 

it in the future. Fortunately, activities are already 

underway to develop new quantum-resistant 

cryptographic measures. 

Developing the �rst quantum computer has become a 
race. With the theoretical challenges largely solved and 
mainly the technical challenges remaining, it is likely 
that we will see the introduction of quantum computers 
within the next 10 to 20 years. And with major invest-
ments being put into developing quantum technology 
by research bodies and corporations around the world, it 
could even be sooner. 

In the Netherlands, TU Delft received almost €200 M 
funding, including a major investment by Intel, for its 
large quantum laboratory to build a quantum computer. 
In the US, IBM was awarded a multi-year grant from 
IARPA and the UK made a €340 M quantum computer 
investment. Canada has also started a ‘quantum valley 
investments fund’, and both Russia and China have their 
respective quantum computer programs.
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Lenovo-pcs ship with  
man-in-the-middle adware 

that breaks  
https connections.

What makes quantum  
computers so powerful?

Our familiar computer technology uses binary 
digits, or ‘bits’, to store data. Following the rules 
of Newtonian physics, each bit can represent 
only two values, either ‘one’ or ‘zero’. The entirety 
of the world’s digital data is encoded using this 
simple format. However, a computer based on the 
principles of quantum physics can store data on 
quantum bits, or ‘qubits’. Rather than a single val-
ue, each qubit can have multiple values – one, zero 
and a superposition of one and zero – at the same 
time. This means that quantum computers would 
be much faster.

Quantum computers will make feasible many 
computations that using today’s computers would 
take years, decades or longer. They will enable us 
to design better planes, predict weather in a more 
accurate way, and generally process large amounts 
of data in a more efficient way. Unfortunately  
the drawback is quantum computers will also be 
able to solve the mathematical problems that 
current cryptography methods use to guard our 
sensitive information.

Developing quantum-resistant measures
�e advent of quantum computers means serious 
problems for data security. Many of today’s public key 
cryptographic standards, such as RSA and ECC, will not 
be quantum-resistant. 

Table 1 shows the strength of the quantum computer. 
�e e�ective security level of RSA and ECC public key 
ciphers drops to 0 bits, irrespective of key length! Other 
algorithms such as AES appear to be less a�ected. And 
there is a class of cryptographic algorithms that remains 
secure, even in the advent of a quantum computer:  
quantum-resistant cryptography.

Algorithm Conventional 
security level

Quantum 
security level

RSA-2048 112 bits 0 bits

ECC-384 256 bits 0 bits

AES-256 256 bits 128 bits

Table l: ETSI & NIST SP 800•57

As almost all organizations rely on these standards for 
long-term con�dentiality, they will need to start looking 
for alternatives. Data that needs to be kept for 10 years or 
longer could be prone to attack unless new cryptographic 
standards are put in place now.

No time to spare
�e current encryption standards were set up at the 
end of the last century. Many of these standards were 
designed when computers where much less powerful 
than today. Even with ordinary computing advances they 
are already becoming less reliable, or require increasingly 
longer key sizes. Public key cryptography, such as used 
by the RSA standard, already involves large key sizes 
which can slow down crypto processes.

In 2015, the NSA (National Security Agency of the USA) 
already advised industry to take measures for long-du-
ration security needs. Today, there are no standards for 
quantum resistant cryptography and new standards 
take time to be established. In addition, it will take time 
to upgrade our entire public key infrastructure. �is is 
a daunting task, which the NIST (National Institute of 
Standards and Technology) compared to the initial 20 
year roll-out of our modern public key infrastructure.

While most organizations are unlikely to own a quantum 
computer for decades, their systems will be vulnerable to 
them. New quantum-resistant technology and standards 
are needed and soon, to give organizations the time to 
upgrade their infrastructure to meet quantum-resistant 
cryptography standards. 

Beginning the transition
�e timeline shown in Figure 1 below outlines what 
needs to be done to transition to quantum-resistant stan-
dards assuming that the �rst quantum computer will only 
become operational in 2036. For 10 year con�dentiality, 
this means migration needs to be completed by 2026. 
Due to the broad impact on systems, a 5 year transition 
period for full migration seems realistic, perhaps even 
optimistic. �is gives the world until 2021 to set new 
standards, and that is exactly what NIST announced in 
February 2016: the start of new standardization.

Replace
standards

2016 2021 2026 2036

Transition
Infrastructure

Harvest 
& decrypt

Figure 1: how long will it take to make organizations 
quantum-resistant?
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Standardization bodies are beginning to work on quan-
tum-resistant standards. ETSI established an industry 
speci�cation group on quantum-safe cryptography. 
Furthermore, NIST has announced a full timeline for 
standardizing quantum-resistant public key encryp-
tion, digital signatures and key exchange algorithms. 
Submission acceptance is starting this fall, with the 
deadline late in 2017 for quantum-resistant algorithms to 
be considered. Proposals will be subject to 3 to 5 years of 
public scrutiny before they are standardized.

So everyone needs to be ready by around 2021 for a tran-
sition period in which all systems have to be changed. 
�e impact is signi�cant: everything that needs security 
and uses cryptography or is linked to the internet: cars, 
mobile phones, computers, passports and ID cards - the 
complete Internet of �ings, will need to transition.

Combining quantum-resistance  
with performance
�ere are some existing technologies which may prove to 
be quantum-resistant like lattice-based and code-based 
cryptography. However, NIST has stated that it is unlikely 
that any of the currently known algorithms can serve as 
a drop-in replacement for what is in use today and that 
one of the main challenges will be to avoid very large key 
sizes. For example, the well-known McEliece crypto-
system has key sizes of 512 kilobytes or more. Most of the 
potentially quantum-resistant solutions have very large 
keys or signatures, making them more expensive in use. 
�e ideal cryptography solution must combine quantum 
resistance and e�cient performance.

Among the potential candidates being proposed is 
HIMMO, developed by Philips Security Technologies.

HIMMO: a low-footprint,  
quantum-resistant solution
Low-cost Internet-enabled-�ings devices typically do 
not even have su�cient resources (bandwidth, memory, 
CPU speed, and energy) for today’s secure-but-slow 
key exchange protocols like RSA or ECDH. For example 
ECDH can take serveral to 4 seconds on a small device, 
not fast enough for many real-time processes. Driven by 
necessity, system designers often choose a less secure 
protocol that �ts in the device, like a global master key, 
which can have detrimental e�ects to overall system 
security.

If the upcoming quantum-resistant cryptography stan-
dards turn out to be even more resource-intensive, this 
trade-o� will only become harder for system designers. 
�ey will be forced to design a system that is either 
slower, more expensive, or not quantum secure.

HIMMO is designed to provide an alternative to this 
trade-o�: providing strong security while maintaining 
excellent e�ciency in terms of bandwidth, memory use, 
energy consumption and computation time. HIMMO is 
also an interesting candidate for quantum-resistant cryp-
tography, as its cryptanalysis relies on lattice techniques. 
It combines the sought-for qualities of quantum-resis-
tant encryption with performance and cost-e�ciency, 
making it a strong contender for standards acceptance 
and adoption.

HIMMO is an identity-based cryptography solution. It 
takes its name from the new hard mathematical problems 
HI (Hiding Information) and MMO (Mixing Modular 
Operations) which form the heart of HIMMO’s opera-
tion. Using HIMMO, a communication link between two 
uncompromised devices remains secure, even if almost 
all other devices in the network are hacked.

A key feature of HIMMO is that the central authority can 
be split between multiple parties, and without sacri�cing 
processing performance. By having multiple central 
authorities, each with its own set of root key material, 
the system can only be compromised if all the issuing 
authorities are hacked at the same time.

To demonstrate high-performance on small devices, 
HIMMO was implemented on a 120MHz NXP LPC1769 
IC. �is is a typical processor for small, battery-powered 
devices. For sample parameters that are considered 
quantum-secure, HIMMO computed a common key 
within a few milliseconds, and shared identities over the 
network of only a few bytes.

Act now to protect data
HIMMO has undergone testing by several universities, 
and its algorithm has been further enhanced by using 
feedback derived from open veri�cation by public 
challenges. It is proving to be an e�cient, low-foot-
print solution for quantum resistant key exchange and 
certi�cate veri�cation, putting it in a strong position for 
standardization. And standards must be established 
soon. We need to start preparing to make the transition 
to new cryptography now, so we can protect our data in 
the future. For this reason, Philips Security Technologies 
is actively contributing to ETSI and NIST on the next 
generation of encryption standards to ensure that all our 
data remains secure.

For more information on HIMMO and sample code, see 
www.himmo-scheme.com 
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The Dutch chip manufacturer ASML 
reveals to have been the victim of a 

cyber attack allegedly orchestrated by 
state-sponsored Chinese hackers. 

Effective Cyber Security 
through Innovation Ari Davies (Deloitte)

To quote Donald Rumsfeld, 13th US 

Secretary of State under George W. Bush, 

“�ere are known knowns. �ese are things 

we know that we know. �ere are known 

unknowns. �at is to say, there are things 

that we know we don’t know. But there are 

also unknown unknowns. �ere are things 

we don’t know we don’t know.”

Being secure means being able to always be a step ahead 
of the threats and associated risks. It also means being 
able to understand not only the known potential threat 
vectors but most importantly the unknown and yet not 
only undiscovered but also unthought-of threat vectors.
 
In the military world, from which the security industry 
has borrowed so much terminology, there is common 
use of what is known as red teaming. �e foundational 
premise of red teaming is extremely straight forward. As 
an example, during the cold war, US soldiers (�e Blues) 
would learn how to �ght and defend against their, at that 
time, most signi�cant threat. To be able to achieve that, 
these soldiers should not only learn the core principles 
of military o�ence and defence but also the intricacies 
and particularities of their counter-parties, the Soviets 
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(the Reds).  �e bene�t in such a training environment is 
that when the Blues were to meet in a real battle�eld the 
Reds they would already be familiar with their combat 
techniques and military manoeuvres and be signi�cantly 
more e�ective at defending themselves with less  
disorientation and distress due to not-previously seen 
military techniques.
 
To achieve this, it meant that new types of military units 
had to be created which were trained in simulating that 
particular opposing force. E�ectively, this meant that 
the US military had US soldiers trained to act, think and 
behave as Soviet troops, Soviet pilots and so on. �e 
US Air Force famously has its “Aggressor Squadron” an 
elite squadron of pilots that simulates opposing forces 
in training exercises. One of the most famous examples 
was the conversion during 1968 of an A-4 Skyhawk to 
simulate the performance of the MiG-17, complete with 
the right blue and grey camou�age of Soviet �ghter jets at 
that time.
 
Red teaming existed before the Cold War and the concept 
still exists today. In the constant �ght for information 
security we are increasingly starting to realise the  
value of similar techniques within the context of cyber 
security so we can also be better prepared for the 
“unknown unknown”. 
  
In the information security space, Red Teaming is,
1. An attempt to bring together the physical, human 

and cyber elements of security with the main goal of 
providing realistic feedback in regards to the security 
posture. 

2. Additionally it’s not only a very good vehicle to assess 
the existing security of the organisation but also to 
assess how an organisation and its various teams and 
departments will deal with “controlled incidents”.

3. Provide intelligence-driven security and support 
to other teams in regards to intelligence-driven 
investigations. Support to such teams as Incident & 
Response, Monitoring and alerting, etc. – “If you want 
to catch a thief, think like a thief.”

 
I have been asked a number of questions that fall under 
the same umbrella of “why should we bother?” 
 
Innovation implies that you need to be thinking and 
positioning yourself ahead of the curve (the Rodgers’ bell 
curve to be exact). 
 

Early Majority

Late Majority

Laggards
Innovators

Early Adopters

2.5% 13.5% 34% 34% 16%

Innovation Adoption Lifecycle

 
For many years, Cyber Red Teaming, social Engineering, 
and physical penetration testing as part of a cyber secu-
rity risk analysis was only something a few innovative 
organisations would do.
 
The early days 
Many of us in the information security and penetration 
testing industry, started forming early service o�erings 
for social engineering, physical penetration testing and 
realistic adversarial simulation as early as the late ‘90s. 
However, the vast majority of the industry from all sides 
were shooting down even the mere mention of social 
engineering as an unnecessary gimmick. Which meant 
those of us thinking and talking about such slanderous 
topics were either really mad or innovators and thus 
ahead of the curve. As Dali said “�ere is only one di�er-
ence between a madman and me. �e madman thinks he 
is sane. I know I am mad.” 
 
Come 2010/2011 and phishing was becoming a major 
issue. Organisations started demanding for phishing 
tests, which to me was the precursor to more realistic 
cyber security assessment exercises. It demonstrated the 
importance of accounting for the human element and 
moving away from the partially �awed idea that more 
technology, and more technological barriers will solve 
our cyber fears.
 
�ere isn’t a single serious company today that doesn’t 
accept phishing as an area of concern. – Phishing as a  
type of adversarial simulation security testing, moved 
from unknown, to innovation, to mainstream within  
a few years. 
 
Social Engineering was at its infancy back in the early 
2000’s, and with the exception of Phishing which is e�ec-
tively social engineering from a safe distance, social engi-
neering is still an issue today, yet not at that critical mass 
point. �is is possibly due to misplaced legal, privacy and 
operational concerns surrounding it. Social Engineering 
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is a vital link in a holistic and three-dimensional cyber 
security posture.

Advanced ethical hacking in the form of covert tactical 
network exploitation exercises is also partially something 
that organisation maintain a level of scepticism. Tactical 
network exploitation enables organisations not only to 
identify �aws in their network, such as with a penetration 
test, but also to understand how individual threats and 
minor risks can be combined together forming a perfect 
storm for an attack. 
 
Not just about the bad guys
A red teaming exercise does not happen to provide an 
insight in regards to overall security posture, is not meant 
to be a replacement for an independent audit or pene-
tration testing. It will not replace appropriate policies, 
procedures and compliance. It is de�nitely not applicable 
unless the organisation has ful�lled all of the above and 
they are truly interested in understanding the “unknown 
unknown” risk and threat vectors. 

Additionally, one of the most critical aspects of red 
teaming is its use as a learning and simulation tool. Red 
teaming becomes an e�ective way to assess the existing 
awareness, monitoring and response capabilities; areas 
which can only be assessed once an attack happens and 
deal directly with the human aspect of cyber security.

Like the crow flies
So where is the industry going? In the last year I’ve 
noticed a drastic increase of the mention of “Red 
Teaming” from big multinationals in the FSI and TMT 
industries in particular. �is makes sense as they are the 
most concerned, the most attacked and therefore the 
most mature organisations, also therefore most likely to 
be ahead of the curve in the security industry.
 
In the UK now there’s also a formal certi�cation for 
“Simulated Attack Manager/Specialist”1, by CREST a 
very well respected certi�cation body in the UK with 
strong links with the private industry as well as the public 
sector and in particular the Intelligence community. 
Certi�cations are usually a very good indicator of ripples 
caused by industry movement.
 
�reat Intelligence as well is further ahead in the curve 
and we can see even more maturity and demand in the 
industry. �ere’s a myriad of companies that provide 
�reat Intelligence feeds and Open Source Intelligence 
(OSINT, also of a military origin) is becoming a very 

(1) http://www.crest-approved.org/information-security-testers/ 
certi�ed-simulated-attack-manager/index.html

popular term amongst cyber security practitioners.  
�reat Intelligence from an operational point of view is 
an integral part of Red Teaming as no operation can be 
successful without true and valid intelligence. 

In conclusion
Maintaining spatial awareness and predicting the 
movement of the opposing forces and therefore risk is 
very important within an organisation in order to retain 
a secure, proactive and resilient posture. To that extent 
innovation is pivotal in maintaining a position ahead 
of the attackers and red teaming provides this type of 
insight that has been a di�erentiator for military units 
since World War I and is gradually starting to transform 
the information security industry today.
 
About the Author: Ari Davies is a Senior Manager at 
Deloitte Risk Services with over 14 years of information 
security and ethical hacking experience. Ari is leading 
the Deloitte Red Teaming Operations proposition. His 
primary focus is the Telecommunications, Media & 
Technology industry as well as the Financial Services 
industry with a proven track record on multi-tiered red 
teaming exercises.
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Analysis of Pony Stealer 
spreading Vawtrak Banking Trojan 

Ömer Coşkun (KPN) 

�e war between Greeks and Trojans is not yet 

over after the events of Iliad and after the death 

of Hector. Neither Greeks nor Trojans seemed to 

be able to win, until the Greek king, Odysseus of 

Ithaca, has an idea; “build a wooden horse, which 

would be big enough to hide a bunch of Greek 

soldiers in it”.

Figure 1: The wooden Trojan

 horse built by Greeks to hide soldiers in it

�e Trojans rejoice when they woke up one day to �nd 
that the Greek army has �nally departed. �e Greek have 
left behind them a strange gift – a giant wooden horse. 
�e Trojans rolled the big horse to the city of Troy, and 
the Trojans had a big party to celebrate end of the war1. 

Finally, after everyone fell asleep, the Greek soldiers 
came out of the “Trojan Horse” and killed the guards 
on the walls. �ey then signalled to the other Greeks to 
come and attack the city of Troy.2 Whether the story of 
the Ancient Trojan War is true or not, this story inspires 
many cyber crooks to employ similar tactics for draining 
their victims’ bank accounts over the Internet.

(1) http://www.bbc.com/news/magazine-25139493

(2) http://archive.archaeology.org/0405/etc/troy.html
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 Pony lures victims with her make up 
A new malware threat has been working its way around the web throughout  2015. Some 
security researches have been seeing instances of malicious spam, claiming to be an 
Invoice from public services of the UK that included a malicious �le with an innocent 
looking PDF �le icon.

 
Figure 2: The malicious file claiming that it’s an invoice 

�e �le header analysis actually shows that the �le is an executable (EXE) for Windows 
systems instead of a pdf-�le and it’s compiled late 2015: 

PE header basic information

Target machine Intel 386 or later processors and 
compatible processors
Compilation timestamp 2015-12-17 12:15:53
Link date 1:15 PM 12/17/2015
Entry Point 0x000061CD
Number of sections 5

We are already pretty sure that we are dealing with malware, but let’s �nd out more about 
the works and intentions of this sample.

We found an analysis of the �le online when we did a search for the hash of the �le. �is 
automated sandbox analysis result shows that the executable attempts to connect to a 
website originating from Russia3:

(3) https://malwr.com/analysis/YjI3NDU5YzM5OTNiNGNmMTk2YjM1MmZlMzdhZTQ2Mjc/
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Figure 3: Sandbox analysis of the malicious executable 

Now we are going to investigate the executable �le itself.
A deeper look into the malicious binary reveals that it employs a few anti-RE (Reverse 
Engineering) techniques:

Figure 4: The malicious executable employs anti-RE technique via GetTickCount system call

�e “GetTickCount” is a function provided in Windows’s kernel32.dll, retrieves the 
number of seconds elapsed since the last system reboot. �is call is mostly used for 
measuring the execution time of a speci�c action or scheduling tasks within IPC 
(Inter-process Communication) by the legitimate applications. But it’s also  widely 
been abused by malware developers to delay execution of the malware and evade from 
anti-malware dynamic sandbox analysis tools.

Another interesting and commonly used anti-RE technique employed by the execut-
able is “IsDebuggerPresent” function call, which is implemented for checking whether 
the application runs under a debugger.
 

Figure 5: The malicious executable checks whether the executable runs under the debugger

Once the malicious executable is executed, it performs a few malicious actions on the 
victim’s system and then deploys another piece of malware. �e malicious executable 
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is identi�able as “Pony Stealer” from its �le signature and its behaviour on the controlled 
dynamic analysis environment.  

�e Pony Stealer is a dangerous multi-feature malware that can decrypt and unlock 
passwords for over 110 di�erent applications including VPN, FTP, email, web browsers 
and much more. Once it infects a computer it will turn the device into a zombie of a C&C 
(command-and-control) botnet. �e �rst Pony Stealer sample was seized doing a spam 
email campaign in late 2014 and it was found closely tied to the “Reveton Worm”4.

We ran the executable on a controlled dynamic malware analysis environment and 
monitor to see what it is doing. �e analysed Pony Stealer sample attempts to enumerate 
some of the directories on the victim’s computer for existence of sensitive user creden-
tials; such as FTP passwords, saved web browsers passwords as well as BitCoin wallets. 

Figure 6: The Pony loader attempts to steal stored passwords on the victim’s computer

�e dynamic analysis of Pony Stealer malware has revealed that the sample attempts to 
connect to a number of back up URLs, in case one or more URLs become unreachable,  
for downloading an additional malicious executable.
 

Figure 7: The Pony loader checks for additional URLs for downloading additional malware

In this stage of the analysis, many commercial anti-malware sandbox analysis tools failed 
to identify the backup URLs due to aforementioned execution delaying anti-RE technique 
earlier.

�e Pony Stealer �nally downloads the second stage of the malware from one of the 
back-up URLs, which is hosted on a popular blogging application WordPress:

(4) https://www.damballa.com/pony-loader-2-0-steals-credentials-bitcoin-wallets-source-code-sale/ 
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Figure 8: The Pony loader downloading second stage of the malware on victim’s computer

OSINT (open-source intelligence) research has revealed that cyber crooks are actively 
hacking WordPress blogs in an automated manner for serving and distributing banking 
Trojans or Ransomwares (a.k.a CryptoLockers). �is makes it almost impossible for 
service providers and antivirus companies to take these websites down, because they are 
being hosted on a legitimate university server or on a personal blog.5

A further analysis on the second stage of the binary done by the AV vendor Sophos, has 
revealed that it’s an even technically much more complex banking Trojan called ‘Vawtrak’, 
which is known for its advanced features such as send and receive data communication 
through encrypted picture icons distributed over the secured Tor network.6

Conclusion
As technology advances, the Internet becomes an indispensable and integral part of our 
day-to-day life and has replaced our traditional shopping and banking habits over the last 
decade. �ese days, it’s possible and even easier to rob a bank without ever leaving your 
home.
We end-users, should take preventative measures to protect resources on a connection to 
the Internet, in order to prevent unwittingly becoming a victim or a part of a cybercrime 
network.7

(5) http://securitya�airs.co/wordpress/44255/cyber-crime/hacked-wordpress-serve-teslacrypt.html

(6) https://www.sophos.com/en-us/medialibrary/PDFs/technical%20papers/sophos-vawtrak-international-crimeware-as-a-ser-
vice-tpna.pdf

(7) https://heimdalsecurity.com/blog/10-surprising-cyber-security-facts-that-may-a�ect-your-online-safety/
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Honeypots 
@KPN, results 

Wesley Post (KPN) 

In last year’s report I wrote about the Honeypot setup I created for KPN. In 

this setup I run di�erent types of honeypots within isolated containers on a 

single physical (or virtual) server. �is time I'll share some results with you.

Quick recap
First, let’s start with a quick recap of last year’s article. 
Basically I made a honeypot setup which allows us to set 
up various honeypots on a single server. Separation and 
isolation using linux containers made sure the setup is 
secure enough to be deployed. �e available honeypot 
protocols are: DNS, FTP, HTTP, NTP, POP3, RDP, SMB, 
SMTP, SNMP, SSH and Telnet.
Besides these honeypots, all in their separate containers, 
there are two generic containers on the honeypot 

system. �e �rst one is a router which acts as a NAT 
router. On the outside it has a single IP address in the 
network you want to connect the honeypots to, in the 
inside there is a virtual network which connects to the 
honeypot containers. �e second generic container is 
a log collector. All containers send their logs to a syslog 
daemon running in this collector. Here the logs are saved 
and optionally forwarded to a central log server.
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Analysis
Since our automated analysis methods have not been 
de�ned yet, the analysis for this article has been done by 
hand. In order to cope with the data collected, I had to 
use a sample of the available data.
For this article I've used data from our Internet 
connected honeypot in the timeframe October 10th 
2014 upto July 6th 2015. �is date range is arbitrary and 
chosen because it was an easy timeframe to retrieve the 
logs for. �ese logs sum up to 930 MB of raw ASCII based 
syslog data.

DNS
�e DNS honeypot is based on the ISC BIND DNS server 
running with query logging and con�gured to fail at 
every request. �is allows us to see the source IP's of 
queries and which queries they did. Most of the queries 
came from usual suspects like the Open Resolver Project, 
Rapid7 and the Electrical Engineering and Computer 
Science department of the University of Michigan. 
Besides them the activity was quite low and included 
queries from China, Turkey, Russia and the US.
In general, ANY queries were the most popular. By far the 
most queried domain was www.wd8080.com. �e only 
reason I could think of was that the answer is quite large. 
Of course the . domain (root) was also popular for the 
same reason.

HTTP
�e webserver is based on the Wordpot honeypot. �is 
honeypot simulates a webserver running an old word-
press website. It logs all requests and login attempts.
In contrary to my expectations it didn't get any login 
attempts, the login related pages weren't even requested 
via the webserver. However, it did get some tra�c, most 
of it resulting in 404 errors.
�e requests which were logged can be divided in two 
types: Regular HTTP requests and proxy requests. 

�e regular requests were scans for known pages in 
phpMyAdmin, a PHP based web interface to manage 
MySQL databases. �e proxy requests are distinguished 
by the CONNECT http method. Most of the requests were 
random other sites, probably just to test if we actually 
proxy the request.  Two requests stand out because they 
attempt to connect to a SMTP port of a mailserver, the 
only reason I can think of to do that is to send spam 
messages and “hide” themselves behind the proxy.

SMB
My SMB honeypot could really use some improvement. 
It's based on a real smb daemon in debug mode which 
opens a world writable share. �e honeypot got hit by 
3886 connections from all over the word. �e behavior 
seems to be a bit odd though. Most IP addresses just 
made a single connection, only a few of them did more 
than just that.
Most SMB commands tried to authenticate, a minority 
tried to access entries inside IPC$ to gather more 
information.

SMTP
�e SMTP honeypot is also based on DTK. It emulates 
a SMTP server that accepts any message. Of course all 
transactions are logged and no message will ever be 
delivered.
In this case I expected spam, and a lot of it. While it had 
a lot of activity, it wasn't spam. �ere were a lot probes, 
simply issuing a HELO of EHLO command to �nd out the 
capabilities of our server. Besides that only a few actual 
messages were submitted. �e unusual thing is that the 
messages didn't look spammy at all, they look like real 
valid messages. My assumption is that this is done to 
perform a relay test, and if the message actually makes it 
to its destination the real spamming starts.
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SNMP
�e SNMP honeypot is based on the real snmpd running 
in debug mode for logging and it's �lled with bogus 
information. Also here logging should be improved. �e 
individual connections are easy to spot, but informa-
tion like requested OID and community string have to 
be extracted from a hexdump of the sent and received 
packets. It hasn't seen much connections, but all queries 
were done with the public community string and 
requested the sysInfo OID. �is seems to make sense as 
this has the highest chance of success. No SNMP writes 
have been attempted. Our open SNMP port has also led 
to an abuse complaint. It was found by the shadows-
erver Open SNMP scanning project. After explaining the 
system is a honeypot my IP address got whitelisted.

SSH
My SSH honeypot is based on Kippo, Kippo is a popular 
SSH honeypot which o�ers a high level of interaction. 
In my opinion the added value of Kippo is not in the 
collection of usernames and passwords but to see what's 
happening after a successful login.
When looking at the commands it's clear we're hit mainly 
by bots. �ey simply �re a series of commands and hope 
for the best. �e most used series or actions are:
• Shutdown the iptables �rewall
• Download something with wget
• Make the �le just downloaded executable with chmod
• Execute the downloaded �le
• Sometimes followed by adding the same commands 

to /etc/rc.local for boot persistency
�e usual next step should be an analysis of what has 
been downloaded to see if it's possible to extract informa-
tion out of that. Kippo has a neat feature that it stores 
all downloads for analysis. Unfortunately we lost those 
downloads, when I discovered I �xed that to prevent that 
from happening again. Judging from the �lenames only 
these tools included backdoors, DDoS tools and bots. 
�e good news is that at the time of writing I was unable 
to download the programs from their original location 
which means action has been taken to take them o�ine. 
In an ideal situation downloads like these are analyzed 
to gather more information on the attacker and his 
methods.

Telnet
�e Telnet honeypot is again based on DTK. While it got 
a lot of connections, not a lot of login attempts have been 
made. �ree to be exact, and all three were successful. 
After the login they tried some simple cat and echo 
commands and left. In its current form this honeypot 
mimics a *nix style login, I think it will draw some more 
attention when it mimics router/switch login, so that 
might be a good next step for the telnet honeypot.

Overall
�e activity on the honeypots is shown in graphs 1 and 
2. Graph 1 shows a count of log lines, so depending on 
the honeypot this could be a connection, a request or a 
command. Graph 2 shows the number of unique IP's that 
connected to the honeypot.
When combining these datasets this gives a good insight 
on the activities on the honeypots. �e SMB honeypot 
for example, almost has the same amount of events as 
source IP addresses. �is shows it was mainly a target for 
simple scans.
On the SSH honeypot on the other hand these numbers 
are quite di�erent, indicating more activity per source 
IP address. �is of course �ts the usual abuse (password 
bruteforce) of SSH. 
NTP also shows di�erent behavior. In this case there are 
more source IP addresses, but most of them performed 
multiple requests. In this case it turned out to be mostly 
researchers scanning for NTP servers. Since they scan on 
a high frequency they cause a lot of events in the logs.

 

4500000

4000000

3500000

3000000

2500000

2000000

1500000

1000000

500000

0

telnet

Events

ssh snmp smtp smb rdp pop3 ntp http ftp dns

Graph 1      

                

3500

3000

2500

2000

1500

1000

500

0

telnet

Unique IP’s

ssh snmp smtp smb rdp pop3 ntp http ftp dns

Graph 2

European Cyber Security Perspectives  2016 | 23



18 19

High-level, state-sponsored 
Naikon hackers exposed. 

Trojanized, Info-
Stealing PuTTY Version 
Lurking Online.

New encryption aw, 
LogJam, puts web 
surfers at risk.

May

Password lists
On most honeypots the most activity consisted of brute-
force attacks on the authentication. �e di�erence in 
used usernames and passwords clearly shows that these 
lists are tailored for the protocol being abused and the 
(expected) platform. For example the username root 
wasn't tried on the RPD honeypot and the username 
Administrator wasn't used on protocols usually associ-
ated with *nix systems

Something else I didn't expect
�roughout the logs of all honeypots one thing stood 
out: I was receiving HTTP request on about every open 
TCP port. �e requests came from multiple IP addresses 
belonging to a Chinese provider. Apart from the fact that 
they were HTTP requests on non-HTTP ports there was 
nothing special about the URL requested, which was 
simply the root of our own “webserver”. At this point in 
time I fail to see their goal to try this.

Lessons learned
With this analysis I have learned a few things I'd like to 
share. First of all: Expect the unexpected. It may sound 
like an open door, but it's crucial when automating log 
analysis. Don't expect just to see SMTP tra�c at an SMTP 
port but make your analysis �exible enough to be able to 
get as much information as possible from other types of 
requests, for example HTTP.
�e SMB and SNMP honeypots really needs to be tuned 
for better logging. �ey both received quite some tra�c, 
but the format of the logs doesn't facilitate the analysis of 
the logs very well. 

The way forward
Besides the points noted at the lessons learned the next 
big step is to improve log analysis. As stated at the start of 
the article, current analysis is done by hand. Automating 
that will enable us to perform deeper and faster analysis 
of the data at hand. At this moment we are working on a 
central logging infrastructure, automating analysis and 
�ne tuning the di�erent protocol honeypots. �is will 
enable us to perform deeper and faster analysis of the 
data at hand and better integrate the captured informa-
tion in our working processes. For example. this data can 
be used as a source for threat intelligence.
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CSIRT Maturity Kit 

�is article was originally published in Dutch by the Platform 
voor InformatieBeveiliging (PvIB).1

As an established ‘Cyber Security Incident 

Response Team’ (CSIRT), the National Cyber 

Security Centre (NCSC-NL)2 willingly takes on 

the responsibility of improving CSIRT-maturity 

around the world. Improving CSIRT-maturity 

helps countries and organisations to be more 

resilient against digital threats.

Martijn de Hamer (NCSC),
 Don Stikvoort (M7)

Best practices to improve cybersecurity 
incident response.

�is is also part of a larger capacity-building initiative 
that is being embraced by the CSIRT community to 
enable individual countries and organizations to respond 
appropriately to cyber threats. In turn, this initiative aims 
to enhance the e�ectiveness of the security community 
in both the Netherlands and worldwide.
12

On the 16-17th of April 2015 the Netherlands hosted the 
4th Global Conference on Cyber Space (GCCS2015). An 
important part of this conference was the o�cial launch 

(1) https://www.pvib.nl

(2) https://www.ncsc.nl
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of the Global Forum on Cyber Expertise (GFCE)3. 
�is forum was set up as a gathering place for countries 
to share initiatives and get ideas for strengthening their 
capacity in the �eld of cybersecurity. �e main goal of 
GFCE is to combine expertise on the broadest possible 
range of topics in cyberspace in order to stimulate global 
cooperation in this area. Prior to the GCCS, the CSIRT 
Maturity Kit (CMK) was presented during the NCSC-ONE 
conference4 on 13-14 April 2015 with the goal of being 
launched within the GFCE. �is article explains why the 
NCSC-NL started the CMK initiative and how it can be 
used to provide not only a solid basis for newly formed 
CSIRTs but also a guiding beacon for advanced teams to 
increase their maturity. �e better determine how useful 
the CMK can be in your own situation, we conclude with 
a short description of the contents, per chapter.

CSIRT
Each organisation is a complex system that needs 
careful direction and protection. For the latter, we are 
familiar with the C(I)SO as an independently operating 
‘linking pin’ with regard to information security between 
management and the rest of the organisation. In order to 
see what is going on in the network, many organisations 
have established a Network Operations Centre (NOC) 
where teams monitor network activity and work to 
ensure continuity. Using an array of detection and moni-
toring systems, these teams check for potential threats to 
the availability, integrity and con�dentiality of data and 
systems within the network.

In addition to a NOC, many organisations also establish 
a ‘Cyber Security Incident Response Team’ (CSIRT) – we 
explicitly replaced the word ‘computer’ with the word 
‘cyber’ – to investigate and address security incidents 
that are reported from either internal or external sources. 
�e CSIRT deals with cyber incident management in the 
broadest sense of the word – the prevention and cure of 
information security incidents. �is is not limited to only 
the familiar three ‘CIA’ aspects of information security, 
but also includes protection of the organisation in all 
aspects, including reputation and trust. During serious 
incidents, it is necessary to maintain direct contact with 
management without any intervening hierarchy. In this 
role, the CSIRT rises above a regular ICT function and is 
therefore often embedded in an organisation as a sta� 
function, for instance, within the o�ce of the C(I)SO.

(3) https://www.gccs2015.com/nl/programma/global-forum-cyber-expertise-gfce

(4) https://www.ncsc.nl/conference

As we will see later in this article, CSIRTs exist at di�erent 
levels in di�erent types of organisations. In addition 
to governmental teams, such as NCSC-NL, NCSC-FI, 
CERT-UK, US-CERT and CERT.BR many large companies 
have their own CSIRT. �ese include telecom operators, 
banks and other organisations with the critical infrastruc-
ture, universities, research/education network, such as 
SURFnet and IT/software vendors.

Setting up a CSIRT is not a trivial matter. It is a process 
that must take many variables into account. In addition, 
there is a large amount of documentation available 
online from which it can be di�cult to distil one, consis-
tent message. Finally, a CSIRT is only future-proof when 
it has both management level guarantees with the organi-
sation as well as a good network outside of the organisa-
tion with which it exchanges relevant security informa-
tion. �is last point is important because the principle of 
reciprocity is crucial within the CSIRT community. 

One of the initiatives that the Netherlands, with support 
from NCSC-NL, has contributed to the GFCE is the 
CSIRT Maturity Kit (CMK)5. �is is a cookbook rather 
than a ready-made guide on how to establish a CSIRT. 
It is a logically arranged collection of carefully selected 
best-practices that can assist an organisation with estab-
lishing or improving their CSIRT-function. 

CSIRT Maturity Kit
�e CMK is based on two valuable pillars. First of all, 
there is a collection of best-practices based on sampling 
of results from the international CSIRT community. �ese 
are all based on publicly available documents developed 
by CSIRT experts. Together, these documents represent 
25 years of experience in the establishment and opera-
tion of CSIRTs for changing audiences in a changing time, 
across the world. After all, much has changed since the 
outbreak of the Morris worm and subsequent creation of 
CERT/CC in 1988. �e CMK refers to practical tools and 
o�ers the right guidance for organisations to make the 
right choices.

�e second pillar is the underlying structure. �is is 
based on the Security Incident Management Maturity 
Model (SIM3)6 that is used within the TF-CSIRT Trusted 
Introducer7, the community of European CSIRTs. SIM3 
provides a consistent and proven model that a CSIRT can 
use to gauge its own maturity. An organisation can also 
be certi�ed on the basis of this model – in Europe there 

(5) Visit https://check.ncsc.nl  and select “CSIRT Maturity Kit”.

(6) https://www.trusted-introducer.org/SIM3-Reference-Model.pdf

(7) https://www.trusted-introducer.org/index.html
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are now 14 certi�ed teams, including NCSC-NL8. 
Because the CMK is grafted onto the SIM3 structure, 
organisations can easily apply a SIM3 self-assessment  
at each step as they go through the CMK. �is allows the 
organisation to advance towards a possible  
SIM3 certi�cation.

In addition to the CMK, a ‘Quick Scan’ is also available 
online9. �is includes a questionnaire that enables a 
CSIRT organisation to quickly get an indication of its 
current level of maturity. �is is a quick scan meant as 
a tool for management – it is not a replacement for an 
actual SIM3 self-assessment. �e results of both the 
Quick Scan and the SIM3-assessement are depicted in 
�gures 1 and 2. 
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Figure 1 - Example Quick Scan result. The Quick Scan shows a team its 

score on all of the five SIM3 theme's.

Figure 2 - Example SIM3 assessment result. The more extensive SIM3 
self-assesment shows a team its more detailed score on the four 
primary SIM3 themes.

(8) https://www.trusted-introducer.org/directory/alpha_certi�cation_Z.html

(9) https://check.ncsc.nl/questionnaire/

Development
�e CSIRT Maturity Kit was developed through close 
collaboration with various organisations that have made 
their mark in the CSIRT community. �e CMK has used 
many documents published by these organisations. In 
addition, extensive discussions have been carried out 
with both established and new and emerging CSIRTs. 
A comprehensive review group contributed to both the 
content and quality. A number of these reviewers also 
engaged the security community during the GCCS2015 
in a panel discussion to discuss the rationale behind 
the message. �e CMK is a living document. �is means 
that the growth and development of this document does 
not end with the release of a printed publication. �e 
organisations that have been involved in creating it, have 
also committed themselves to changing and improving 
the document, if necessary. In addition, the CMK will 
also be presented and discussed at di�erent events and 
in di�erent ways at home and abroad. �is will include 
publications, such as this one, workshops, panels and 
presentations.

Structure
�e CSIRT Maturity Kit provides organisations with a 
concrete set of tools to establish a CSIRT. �is kit follows 
the basic structure of SIM3, to which Foundation has 
been added as an introductory theme. �is is followed 
by the existing themes of SIM3: Organisation, Human 
Aspects, Tools and Processes. Each theme is shortly 
described below, including the rationale behind each 
point.

1 . Foundation
When establishing a CSIRT, a plan should be de�ned and 
number of choices should be made. �e business plan 
should be consistent with the strategy of the organisation 
– at the national level this is the national cybersecurity 
strategy. �e most important stakeholders should be 
named in the plan and a strategy and tactic should be 
identi�ed as to how these parties should be convinced 
and to cooperate. It is also important to subject the plan 
to legal review. �is chapter contains several examples 
that present possible approaches. 

An underestimated part of this theme is the fact that the 
positioning within the organisation signi�cantly deter-
mines the success of the CSIRT. Treating the CSIRT as 
solely an ICT-function will limit the CSIRT and prevent it 
from demonstrating its full potential. Even if the CSIRT is 
positioned within the ICT department of an organisation, 
it is imperative that issues such as governance, mandate 
and escalations have a direct interaction with manage-
ment. For example, the C(I)SO role may provide this 
direct interaction.
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2. Organisation

�e basis of the CSIRT can best be rooted in the company 
charter or ‘organisational framework’ that is anchored 
at board level. �is document is drawn up together with 
representatives of the relevant departments within the 
organisation and provides information on governance, 
mandate, target audience, escalation paths, reporting 
and auditing. It also describes the services that the CSIRT 
will provide. 

�ese services can be selected from the list created by 
CERT/CC. �is list was created in the early years of the 
CSIRT community and, as such, no longer fully satis�es 
the changing world. For this reason, this list is currently 
under review by representatives from the interna-
tional CSIRT community led by the Forum of Incident 
Response and Security Teams (FIRST).10 

One of the most important activities in which a CSIRT 
must invest is getting to know the CSIRT community. 
�e most important step in the process of establishing 
a CSIRT is realizing that the organisation is a part of a 
larger whole: the CSIRT community. �e only way to 
prevent and resolve incidents is by participating in this 
community. During the establishment phase of a new 
CSIRT, it is useful to learn from similar organisations – 
from their mistakes and their successes. However, once 
established, maintaining contacts in this community is 
essential to the daily operation.

�ere are a number of important national and interna-
tional networks which a self-establishing CSIRT can join. 
�e speed with which the organisation is incorporated in 
a network is determined by the level of participation and 
the degree of earnestness with which information and 
other resources are consumed – and shared! Sharing is 
crucial for the CSIRT community and trust is the panacea 
for sharing.

3. Human Aspects
�e human is the greatest asset of a CSIRT. �e 
employees of a CSIRT need speci�c, specialized 
knowledge in di�erent areas. �is knowledge is only 
partly technical. Organisational, social, personal and, 
particularly, communication skills are essential for a 
CSIRT to achieve success both internally and exter-
nally. An adequate description of skills and knowledge 
should serve as a guide to recruiting and training new 
employees. Although education and training can be 
expensive, the work of a CSIRT is so versatile and, at 
the same time, speci�c, that investment in this area is 

(10)  https://www.�rst.org/ 

necessary. In particular, technical and communication 
skills often require both training and practice. Investment 
is also required from the employees themselves to build 
up a network and knowledge through courses, training, 
exercises and conference attendance. 

In addition to knowledge and skills, characteristics 
such as reliability and consistency are also important 
to building and maintaining trust with customers and 
partner organisations. When trust with these groups is 
damaged in any way, no more incidents will be reported 
and the information dries up, which in turn threatens the 
very existence of the CSIRT. Regular, high-quality interac-
tion between employees of various partner organisations 
is necessary to build and maintain trust.

4. Tools
Once it has been determined which services the CSIRT 
will provide and which activities the employees will have 
to perform to provide these services, then the organisa-
tion can decide which tools are needed to assist these 
activities. �ere are many tools available within the secu-
rity community to assist with a large variety of speci�c 
tasks. Many of the tools that are used by CSIRTs are 
developed, used and shared with partner organisations. 
�is may include technical systems, such as an integrated 
e-mail and incident registration system or various scan-
ning tools, but also tools that automatically process the 
ever-increasing amount of incoming threat and incident 
information. In addition, the toolbox may also include 
organisational tools, such as a list of resources used by 
the target audience (asset-management). 

5. Processes
In order to provide consistent, transparent and audit-
able services, it is important to document recurring 
processes: not too cursory, but also not too detailed. �e 
latter is not practical as the challenges faced by a CSIRT 
are constantly evolving. Because processes are rarely 
perfected in one go, it is important to learn from estab-
lished CSIRTs. While developing processes, it is advisable 
to search for technical and organisational resources to 
make them quick, accurate and repeatable. 

Possible tools for this are procedures and work instruc-
tions, encased in cheat sheets and checklists. In addition, 
processes such as incident handling and incident reso-
lution can be facilitated using tools developed within the 
CSIRT community speci�cally for these common tasks. 
One such tool is Taranis. �is tool was developed because 
there was a great need for an automated way to handle 
large volumes of news sources.
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An often underrated yet essential process within a CSIRT 
is the Media Relations process. CSIRT work is only partly 
technical. �e handling of incidents often has a signif-
icant media component. It is important to deliver a 
correct and balanced message. �is is specialized work 
and can only be done with employees that are quali-
�ed and trained for this. It is a best-practice to form a 
dedicated, communication group that is responsible for 
handling requests from and interaction with the press. 

Conclusion
Conceptually speaking, a CSIRT is not an ICT function. 
It requires solid support at the board level and must 
be guaranteed with clear responsibilities, a mandate, a 
target audience and a set of core services. Furthermore, 
matters of governance, reporting and auditing must be 
de�ned. In addition to establish a well-functioning team 

it is necessary to address a number of practical issues. 
�ere is no “one size �ts all”. However, there is a wealth 
of knowledge and experience within the established 
CSIRT community, much of which has been documented 
and made available. �ese are living documents that 
are constantly updated in response to the changing 
threats and incidents in the world around us, as well 
as the demands placed on our community. �e CSIRT 
Maturity Kit provides a logical framework in which to 
place existing documents and deploy them e�ectively. In 
addition, the CMK is designed such that going through 
the �ve themes forces CSIRTs to focus on many of the 
parameters of the SIM3 model. �is model enables 
CSIRTs to measure their performance in a consistent 
manner at various moments. �is provides insight into 
the development of the team.
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Puzzle time! 
Can you crack these puzzles?

Easy
�e following texts should be quite easy to decode, if you need help try this site:
http://rumkin.com/tools/cipher/

1 -.-- --- ..-    --. --- -    .. –    .-. .. --. .... –

2 LBH NER ERNQL SBE GUR ARKG YRIRY

3 20-8-9-19 9-19 20-8-5 12-1-19-20 15-14-5 15-14 

20-8-5 5-1-19-25 12-5-22-5-12

Medium
�ese ones are a bit harder to decode:

1

Easy:

The following teksts should be quite easy to decode, if you need help try this site:

http://rumkin.com/tools/cipher/

1)  -.--  ---  ..-     --.  ---  -       ..  -      .-.  ..  --.  .…  - 

2) LBH NER ERNQL SBE GUR ARKG YRIRY

3) 20-8-9-19 9-19 20-8-5 12-1-19-20 15-14-5 15-14 20-8-5 5-1-19-25 12-5-22-5-12

 

Medium:

These ones are a bit harder to decode:

1)
+++++[>++++++++++++++++++>+++++++++++>++
++++++++++++++++++++>+++++++++++++++++++
++>+++++++++++++++>++++++++++++>++++++++
+++++++++++++++++<<<<<<<-]>-----.>-----.
<+.>>----.>-----.>----.>---.>----.<<++++
+.<<<<-.>>>>+.>++++.<<<<<<++++++++++.>-<

2) Ksnos Dgvmwf 1 pvhgvg rcl vjc vawj qfi 

Hard:

Ok, you're really good, try these one:
+++++[>+++++++++++++++++>+++++++++++++++++++++ 
>+++++++>++++++++++++++++++++++++>++++++++++++ 
++++++++++>+++++++++++++++++++++++++>+++++++++ 
+++>+++++++++++>+++++++++++++++>+++++++++>++++ 
++++++++++<<<<<<<<<<<-]>-.>-.---.>---.<----.++ 
++.>>-----.<.>>---.<<<.>>>>----.<<<.<++++.>>.< 
.++.<.+++++.>--.>+.>---.<<<-----.>>-.<.>-.<<-- 
--.>>--.-.+++.++.<++.>>>>--.<<<<<<<++++++++++. 
>+.>>>>>>>-----.>-----.<<<<<-.<<-.>>>>>>>+.<<< 
<<<<<+.>>>>+++.<<<<++.>>>>>>>-.<-..<<<<<--.>>> 
>>>>---.<<<<<<<<--.>>>---.>>>>>++++.-----.++++ 
.<<<--.+++.<<<<<.>>>+++.>>>>>>--.<<<<<<<<<--.> 
>>>>>>>++++.<<<<<<<-.<.>>>>>>>>--.<<<<<<<.<+++ 
++.>>>>>>>.<-.<<<-.>>-.>>--.<<<<<<+++++.>>>>>> 
>>>----.<<<<<.<<-.>>>>++.>+++++.<<<<<<<+.>>>>> 
+++++.<<<<<<<.>>>+++<---<--<->---++++++>>>-->< 

For an easy copy/paste you can download a PDF of this report at:

http://www.lpm.com/

Antwoorden:

Easy:

1) YOU GOT IT RIGHT

2) YOU ARE READY FOR THE NEXT LEVEL

3) THIS IS THE LAST ONE ON THE EASY LEVEL

Medium:

1) Sector-C

2) Solve Medium 1 before you try this one

2 Ksnos Dgvmwf 1 pvhgvg rcl vjc vawj qfi

�e correct answers you will �nd at the end of this report.
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Hard
Ok, you're really good, try this one:

+++++[>+++++++++++++++++>+++++++++++++++++++++

>+++++++>++++++++++++++++++++++++>++++++++++++

++++++++++>+++++++++++++++++++++++++>+++++++++

+++>+++++++++++>+++++++++++++++>+++++++++>++++

++++++++++<<<<<<<<<<<-]>-.>-.---.>---.<----.++

++.>>-----.<.>>---.<<<.>>>>----.<<<.<++++.>>.<

.++.<.+++++.>--.>+.>---.<<<-----.>>-.<.>-.<<--

--.>>--.-.+++.++.<++.>>>>--.<<<<<<<++++++++++.

>+.>>>>>>>-----.>-----.<<<<<-.<<-.>>>>>>>+.<<<

<<<<<+.>>>>+++.<<<<++.>>>>>>>-.<-..<<<<<--.>>>

>>>>---.<<<<<<<<--.>>>---.>>>>>++++.-----.++++

.<<<--.+++.<<<<<.>>>+++.>>>>>>--.<<<<<<<<<--.>

>>>>>>>++++.<<<<<<<-.<.>>>>>>>>--.<<<<<<<.<+++

++.>>>>>>>.<-.<<<-.>>-.>>--.<<<<<<+++++.>>>>>>

>>>----.<<<<<.<<-.>>>>++.>+++++.<<<<<<<+.>>>>>

+++++.<<<<<<<.>>>+++<---<--<->---++++++>>>--><
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Cyber Cops go global 
Roeland van Zeijst, (Seconded from Dutch National Police to INTERPOL) 

Cybercrime cannot be addressed only locally, which is why the Dutch 

National Police has not only its regional cyber experts, but also a National 

High-Tech Crime Unit. Unfortunately, organized crime doesn’t keep to 

national borders either, and therefore it has proved necessary to work 

together against cybercrime on a truly global scale: through INTERPOL. 

And even global law enforcement sometimes is just not enough… then, it 

needs to partner with public and private professionals.
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A century of police cooperation

In 1 14 the first conference on international police 
cooperation was held in Monaco. Because of new 
technological developments (such as cars, planes 
and radio transmitters), cross-border crime was on 
the rise and this generated the need for stand-
ardizing ways of cooperation, which could also 
be facilitated by the same technological devel-
opments. This lead to the International Criminal 
Police Commission.

After World War II, a similar organization was in-
stated: the International Criminal Police Organi-
zation ICP , hosted by France, using four official 
languages: English, French, Spanish and Arabic. 
In 1956, its better-known telegraph address 
INTERPOL was adopted into the organization’s 
name hence the capitals , which is now officially 
ICPO-INTERPOL and also OIPC-INTERPOL (for the 
French acronym).

All information INTERPOL processes may only be 
related to the fight against common-law crime, and 
it has to comply with strict requirements regarding 
human rights and privacy, and has to be neutral in 
matters of politics, military, religion and race. 

Presently, 190 countries are a member – which is 
nearly the whole world. INTERPOL is connected 
to all member countries through its central hubs, 
called National Central Bureaus. INTERPOL also 
provides essential services to such international 
organizations as the UN Security Council and the 
International Criminal Court.

It was a warm and sunny day, as they mostly are in 
Singapore. On 13 April 2015, the futuristic INTERPOL 
Global Complex for Innovation (IGCI) o�cially opened 
its doors. Hundreds of guests attended: dignitaries from 
all over the globe, wearing the most exotic out�ts. During 
the opening ceremony, INTERPOL’s Secretary General 

announced that the �rst succesful activity already that 
had been accomplished in the building: the Simda 
botnet’s global takedown, which had broken several 
frontiers. First of all, to analyze this Windows malware 
and to create software solutions for the botnet’s victims, 
INTERPOL had worked closely with several anti-malware 
companies that are tied to the IGCI as strategic partners. 
And secondly, due to the botnet’s uniquely resilient 
design, the takedown had to take place simultaneously 
in several countries, most notably: the Netherlands, 
Luxembourg, Poland, the United States and Russia – all 
at once. Over 700,000 infected machines were freed 
instantly by this simultaneous police operation across 
the planet, which could take place successfully because 
it was coordinated from the strictly neutral platform that 
INTERPOL o�ers to law enforcement.

Embassy
Contrary to popular belief, INTERPOL is not ‘the ultimate 
law enforcement agency’, and its o�cials rarely get to 
jump out of helicopters to save the day. INTERPOL 
also does not compete with regional agencies such as 
Europol. On the contrary: a liaison from Europol’s EC3 
is stationed in Singapore, just as an IGCI liaison sits in 
�e Hague. ‘Decon�iction’ is key in international law 
enforcement: police don’t want to spend resources 
twice, they prefer to stay o� eachother’s turf, and they are 
always looking for ways to work together, independent of 
their geographical distance.

Within the INTERPOL Global Complex for Innovation, 
professionals from all over the world are working 
together to �ght cybercrime. �ose include seconded 
law enforcement o�cials from all continents, cybercrime 
experts from global companies, as well as researchers 
and trainers from INTERPOL, public and private organi-
zations. �e building has an embassy-like immune status, 
which is even speci�ed in the Singaporean national law. 
�is guarantees total neutrality and con�dentiality for its 
global function.

INTERPOL is �nanced through membership fees. 
Approximately 2/3 of the organization’s sta� are hired 
from this budget, whereas roughly 1/3 are o�cials 
seconded ‘for free’ by law enforcement agencies. For the 
duration of their secondment, they are suspended from 
their own hierarchy. Similarly, cyber experts who are 
employed by their own public or private organization 
can be welcomed by INTERPOL to either do research & 
development, or to support cyber intelligence  
and operations.

INTERPOL interacts with governments and industry 
through global forums where it aims to converge 
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UK: Carphone Warehouse customer data 
breach. Personal data of up to 2.4 million 
customers compromised, including 
creditcard data and passwords.

methods for cyber law enforcement. When it comes to 
research & development, IGCI and partners published 
several joint �ndings in 2015, such as a real-time malware 
heatmap, the demonstration of structural weaknesses in 
virtual currencies allowing the insertion of criminal data, 
and the development of a law enforcement training on 
dark markets and virtual currencies for Europe and Asia.

Fusion
�e INTERPOL Digital Crime Centre within IGCI, where 
most of the operational support is concentrated, consists 
of three core units, each of which have a mixed sta� of 
INTERPOL-paid o�cials, law enforcement secondees, 
and private sector experts.

Firstly, there is the Digital Forensics Laboratory, which 
performs digital analysis of (mobile) equipment, 
malware, and malicious network tra�c. It has proved 
vital for some countries that did not have the most recent 
expertise or equipment, and sta� have been deployed to 
assist in serious criminal cases throughout Asia.

Secondly, the Digital Crime Investigative Support unit 
facilitates complex international cybercrime investiga-
tions and operations, enabling national law enforcement 
agencies to work together against speci�c malware or 
crime groups. Some investigations are cyber-centric, 
such as those targeting ransomware or botnets. Others 
are supported because the transnational nature of the 
crime makes it hard to locate the criminals, such as in 
the case of sexual blackmail (‘sextortion’) originating 

from a village in the Philippines. Before their arrest, the 
58 criminals caused a lot of grief globally, including to a 
European minor who sadly ended up taking his own life. 
�is triggered the �rst global operation of its kind.

�irdly, for cyber intelligence support, the iconic Cyber 
Fusion Centre combines threat information from law 
enforcement, academia and the private sector into 
so-called Cyber Activity Reports that can then be shared 
with speci�c concerned authorities. In 2015 alone, over 
a hundred of such reports with actionable cyber intelli-
gence were distributed, and the number is on the rise. 
�e latter also holds for the colour-coded Notices (such 
as Purple Notices) which are distributed to all national 
law enforcement agencies. �is growth is partly due to 
the new ways in which INTERPOL is able to work with 
public and private partners to optimize its intelligence 
position on cyber threats. 

World-wide operation being coordinated from Singapore.  

Photo: Roeland van Zeijst

The newly-opened INTERPOL Global Complex  

for Innovation in Singapore. © INTERPOL 2015
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Online ‘cheating’ site Ashley Madison is breached 
and commanded to shut down or user details will be 
published. A month later, the threat became reality 

when 32 Million user records were published.

Ransomware ‘KeyRaider’ 
on IOS and Android.

INTERPOL’s activities
INTERPOL helps law enforcement agencies work 
together by providing safe and secure communica-
tions. Secondly, the organization maintains a num-
ber of databases, to which each country can add its 
own relevant data for sharing and matching, e.g. 
fingerprints, DNA profiles and stolen passports, 
and there are also databases on specific crimes 
such as art theft, child abuse and maritime piracy. 
Furthermore, IN ERP  offers operational support, 
such as a 24/7 command & co-ordination centre 
and the facilitation of global police operations, 
like botnet takedowns. Another major activity is 
specialist training, optimizing levels of expertise 
between law enforcement agencies. It’s easy to 
see how this can be of importance when tackling 
cybercrime: when Europe is hit by an attack from 
a less developed country, it is essential that an 
officer in the attacker’s country knows how to 
proceed. Finally, INTERPOL’s most famous product 
is the Red Notice, which any country can use to 
announce that it is seeking a convicted or suspect-
ed criminal, with the intention of extradition. But 
there are other ‘colours’, such as the Purple Notice, 
warning of a new modus operandi. Since INTERPOL 
came to Singapore, several Purple Notices have 
been distributed, warning of new types of cyber-
crime. When possible they have been made public, 
and those can be found on www.interpol.int.

Purple Notices inform law enforcement agencies about a new 
criminal modus operandi. These may be published in all four 
INTERPOL languages. Warnings can be confidential or public, 
such as these.

© INTERPOL 2015

Upside
�e public-private partnership model has proved 
especially helpful in matters of global cybercrime, as it 
enables law enforcement to take a 21st-century approach 
to actionable threat data, which forms a cornerstone of 
the INTERPOL Global Complex for Innovation.

Recently, INTERPOL’s Secretary General announced that 
the organization would focus even more on the cyber 
components of crime. Since criminals do not seem to 
distinguish between such de�nitions as ‘purely cyber-de-
pendent’ and ‘partly cyber-enabled’ crime, why should 
law enforcement? As part of its restructuring programme 
towards 2020, the International Criminal Police 
Organization is now adopting a fully holistic approach 
to the serious, organized and transnational crimes of the 
21st century.

�e new Singaporean venue, housing digital expertise, 
operational facilities and cyber intelligence, opened in 
2015 because of the exact same reasons why INTERPOL 
started over a century before: the need for police to work 
together against criminals abusing new technologies, 
as well as the desire to grasp the upside of such new 
technical opportunities for law enforcement agencies 
worldwide, to the bene�t of all mankind. Non-criminal 
mankind, that is.

Video
For a short impression of the INTERPOL Global Complex 
for Innovation, please watch the introductory video 
https://youtu.be/0bJoICnTF9A

If your organization might be interested in working on a 
cyber project with INTERPOL, kindly visit 
http://www.interpol.int/Crime-areas/Cybercrime/
Partners

For an example of a successful public-private project, 
with contributions from several strategic partners, please 
see the 2015 Simda takedown: http://www.interpol.int/
News-and-media/News/2015/N2015-038
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Lockpickers 3-D Print TSA Master 
Luggage Keys From Leaked Photos.

Zimperium unleashed Android 
Stagefright exploitcode on world.

September

What do you do at the INTERPOL Digital Crime Centre?

‘I started out as a Digital Crime O�cer in the Cyber 
Fusion Centre, crafting cyber intelligence. As the 
Singapore operation is still new to INTERPOL, our 
Director then asked me to help coordinate the imple-
mentation of the organization’s cyber strategy. And 
whenever there’s a global activity, I can bridge the 
distance to my home o�ce.’

How did you end up in Singapore?
‘�e Dutch National Police wanted to strongly support 
this new INTERPOL initiative, and as a member of the 
National High-Tech Crime Unit I applied, because I see 
it as a great opportunity to help the global �ght against 
cybercrime, which is what our unit is all about. Also, I 
love Asia. Had it been Greenland, I might have had  
some doubts.’

Roeland van Zeijst during the haze in Singapore (selfie)

hree uestions for Roeland van Zei st

Any disappointments?

‘Only one: the so-called ‘haze’. Every year, man-made 
forest �res on Sumatra generate smoke that turns into 
a soot fog, crippling society for a bit. Last September, 
the pollution got so bad they closed down the schools. 
Besides that, Singapore is quite idyllic. It’s clean, green, 
multicultural, pretty and very safe. Especially now that 
INTERPOL is here.’
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Spy agency contractor puts out a 
$1M bounty for an iPhone hack.

September

A day in the life of 
a forensic specialist 
at KPN-CERT Jeroen Kwast (KPN) and 

Stefan Zijlmans (KPN)

Nowadays it is becoming increasingly more 

popular to attack networks and systems.  At KPN 

we also see this upcoming trend. When we suspect 

that an attack might have been successful then we 

at CERT will verify this suspicion. If this suspicion 

is con�rmed, then the CERT will start a forensic 

investigation.

�is article will take you along on a day in the life 

of a forensic specialist from KPN-CERT.

It’s 9 o’clock in the evening … I’m on my way to our 
forensic lab in �e Hague. I brie�y look to the right 
and notice a small ESD secured box in the passenger 
seat containing a copy of the hard disk of a webserver I 
imaged earlier. �e webserver was running at the time so 
I also made a copy of the memory and some other useful 
information. I’m on the phone with a colleague to make 
a plan about this speci�c case. (using short statements 
because we are talking on the phone) We need to start 
quickly and I ask him to meet me at the lab.
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European Court of Justice 
declares the ‘Safe Harbour’ 
decision is invalid.  

October is 
European Cyber 
Security Month.

Earlier today …
Our SOC (Security Operations Center) just called me 
that a webserver somewhere might be hacked. �e site 
admin saw some ‘strange things’ on the server during 
a routine check. He got the impression that the server 
might be hacked. I called the admin back and after 
talking to him a few minutes, I got enough information 
to start an investigation. I told him not to touch anything 
until I arrived. �e server is located at a datacenter in 
Amsterdam and I agreed to meet him over there. When 
I arrived the admin already got the location of the server 
in the datacenter. It appears we have a dedicated server. 
It’s a Windows server which is running a webserver. I log 
in with the administrator. Based on what the adminis-
trator has told me earlier; the �rst thing I do was make a 
copy of the memory content. �en I made a copy of the 
output of the �eeting processes. After this I’ll follow the 
checklist we use in these cases. It appears that what the 
administrator told me looks to be true based on the infor-
mation I have available at that time. �is machine needs 
to be investigated further. �is machine is a webserver 
which is used by a customer to run his website. After 
consulting with the customer the administrator removed 
the internet connectivity from the webserver and 
migrated the content to another server. �is server has an 
updated operating system. I shut down the compromised 
machine. Before I open up the case of the machine I get 
the ESD1 kit. I use an ESD mat which I spread out �rst on 
the �oor. �en I remove the hard drive and make a one 
on one copy using a write blocker device2.

example of a write blocker. Picture source: Wikipedia

During this copy process I logon to the network sensor 
or IDS (Intrusion Detection System) that is between the 

(1) ESD = Electro Static Discharge. �is kit contains tools to avoid ESD which prevents 
damaging electronic equipment including hard drives.

(2) A write blocker device is a device which is put between the source and destination 
hard drive. It prevents that the source hard drive is written to so that the data on 
the drive does not change during the copy

webserver and the internet. �e IDS reports tra�c that is 
not con�gured as ‘normal’ tra�c. I also decide to make a 
copy of this log where the webserver is either the source 
or the destination. At this time the copy process will still 
take 30 minutes and I decide together with the adminis-
trator to map out the network in which the webserver is 
located. �is will save some time later in the lab.  

So how does this work?
When I arrive at the lab I put all the collected material 
on the lab-�leserver. �e original copies are stored in the 
media safe. �e ‘chain of custody3’ form is updated so we 
can track what happens with the collected material.

Besides the chain of custody form there is also a ‘request 
for investigation’ form. �is is also updated. �e investi-
gation questions for this security incident are recorded 
here. �e contact persons and the allotted time for this 
investigation is also recorded.

Investigation questions for this security incident are:

• When was the server hacked?
• How did this happen?
• What did they look at? (data) and/or did they  

take anything?
• Are other systems compromised?

�e trigger of this particular security incident is a login 
of a user account unknown to the administrators of 
this system. �is account appears to be a member of 
the local-admin group. �e investigation starts with an 
analysis of the network capture. �ere is a session located 
which shows the login of the unknown user account. �e 
ip address of the source from which the login is done 
matches an earlier session that indicated a privilege esca-
lation to get administrator rights on the server. �e oper-
ating system of this server is checked on version number 
and patchlevel. Somehow this server is not fully patched 
to the latest version and is vulnerable for (among others) 
privilege escalation. �e �lesystem is checked next to 
look for �les which are owned by this unknown account. 
I �nd a number of html extension �les in a number of 
customer website directories. After analysis it looks like 
these are �les which are used for phishing purposes. �e 
logs of the servers are examined next. After analyses the 
html �les appear to have been put on the server via ftp. 
After the attacker made the local-admin account he was 
able to get these html �les on the server.

(3) a process that proves who had access and control over an item is called chain of 
custody. �e chain of custody form is a form that keeps track of the ownership of 
an item. (like a con�scated computer, hard disk copy, internal memory copy, etc.)
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Cyber Security Beeld 
Nederland 2015 is pubished.

�e webserver is using two network interfaces. One inter-
face is connected to the internet. �is connection only 
has components which makes the connection with the 
internet possible. (like a switch, IDS system and a router) 
�is interface has no connection with other internal 
servers. �e webserver is only used for the hosting of 
websites of customers. �e second network interface 
is connected with the management network and the 
webserver is con�gured in a way that both interfaces 
cannot communicate with each other.
�e next thing that is investigated is the misuse of the 
user account  from the hacker through analysis of the 
logging of the webserver and its registry4.

�e analysis shows that the hacker did not start any 
applications. Besides the fact that the log shows that 
the account had been made, we only see the ftp actions 
aforementioned earlier. �e hacker made the user 
account with local-admin rights and this way he was able 
to upload the phishing �les though ftp.

�e mitigating actions in this case are; migrate customers 
to a newly built webserver which has the latest security 
update and a new operation system. �e hacked server 
has been brought o�ine. Also the hot standby server is 
brought o�ine.

What do we need to be able to do all this?
Nowadays most home PC’s contains 4-8 Gigabyte of 
memory and about one terabyte of hard disk space. 
However in our line of work we talk about servers which 
run the applications that are needed for you to do your 
work/home business tasks. For this to work these servers 
have a lot more memory compared to your PC at home. 
�eir hard disk space are many terabytes and are spread 
between one to many disks. If a forensic examiner wants 
to work quickly with this amount of data you need a BIG 
machine. Special forensic workstations are available for 
this task. �ese workstations contain a few hundred! 
Gigabytes of memory and many terabytes of hard disk 
space. Usually a remote disk array is added with a high 
speed network. (10Gbit or more)

When you go to a location to make an image of a disk or 
memory we always take a number of tools with us. An 
ESD �eld kit that was mentioned earlier, an assortment 
of tools to open devices, remove their hard drive(s) and a 
forensic imager. �e imager is needed to make a copy of 
the hard disk(s). �is machine is a high speed duplicator 
which contains one or more disks and has a number of 
di�erent connectors to connect to the target disk(s).

(4) �e registry is a database in Windows that contains important information about 
system hardware, installed programs, settings and pro�les of each user account on 
the computer. �is database is used continuously by Windows operating system.

Example of a forensic duplicator. Picture source: wikipedia

When you are back at your workstation you need a lab 
space where you can work without interruption on your 
investigation. In this lab there are the forensic worksta-
tions, an ESD place where you can safely work with hard-
ware. Other things present are a case vault to store the 
evidence and a plan board to see what the current state of 
the lab is. (which item in the lab is used by whom)

Last but not least: �orough knowledge and experience 
of digital forensics is desirable to carry out this very 
rewarding job!   

So what is the use of a forensic investigation?
Now that we have told this story about a day in the life of 
a forensic specialist … what use is having a forensic team 
for the organization?:

• Helps with the mitigation of incidents
• Reconstruction of events or activities (time lining)
• Shows the possession and the handling of digital data
• Shows the use/misuse of IT infrastructure and services
• Shows evidence of violation of company policies or 

illegal activities

Finishing thought
Performing a competent analysis can take weeks or even 
months depending upon the subject, the condition and 
state of the hard drive and/or the importance of the case. 
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alk alk hack. elecoms giant receives 
ransom demand and reveals stolen 
data of up to 4 million customers may 
not have been encrypted.” 

20

Dutch hackers win 
1st and 2nd price at 

CyberLympics.

October

Wake-up call for 
the mobile ecosystem 

Zuk Avraham, (Zimperium)

In August 2015, the discovery of a major Android vulnerability named Stagefright, 

communicated a clear message to the world. Critical, remotely exploitable, vulnerabilities 

exist in mobile environment that allows mobile advanced persistent threats (mobile APTs) 

to exist. �ese silent attacks have the potential to paralyze individuals, enterprises, and 

nations. After Zimperium’s discovery of Stagefright, and swift action taken by Google and 

Samsung to remediate it, the entire mobile ecosystem woke up.
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26 October till 
4 November Dutch 
security awareness week 
– Alert Online

Mobile devices and applications have now 
become strategic to businesses
Mobile devices are entering the businesses in myriad 
ways. In the recent years, enterprises have moved from 
corporate-owned devices to BYOD. In order to maximize 
the business potential, enterprises have also expanded 
from traditional productivity applications (such as email, 
calendar and contacts), to corporate-speci�c produc-
tivity (such as mobile CRM and other internal apps). Due 
to the presence of traditional productivity apps as well 
as corporate-speci�c apps, these devices are carrying 
sensitive data, which exposes individuals and enterprises 
to mobile hacking threats with potential of incurring 
damage worth billions of dollars in many scenarios.

Clearly, such high-value attacks illuminate the need for 
a layered, mobile threat protection (MTP) approach. 
Stagefright exposed the deadliest-ever vulnerability in 
the mobile world, but it is frightening to understand 
that more vulnerabilities exist within the same class of 
attack, on all platforms. As we move into an IoT era, safe-
guarding the mobile ecosystem should be the primary 
concern of device vendors, mobile network carriers, and 
app developers alike.

What is Stagefright?
Stagefright is a media library that processes several 
popular media formats. Since media processing is often 
time-sensitive, the library is implemented in native 
code (C++) that is more prone to memory corruption 
than memory-safe languages like Java. �e Android OS 
contains tens of gigabytes of source code from Android 
Open Source Project (AOSP). While looking into the 
whole code for checking vulnerabilities is close to impos-
sible, Joshua Drake, VP of Research of Development at 
zLabs, investigated certain areas of Android to �nd this 
scary code that carried a major vulnerability in its heart.

�e most alarming fact is that Stagefright a�ected 
more than 95% of Android devices, allowing hackers to 
remotely attack a mobile device just by sending an MMS. 
With the knowledge of a mere phone number, an attacker 
can takeover the victim’s smartphone device.

In this unique scenario, Zimperium not only reported 
the vulnerability to the Google teams, but also submitted 
patches. Considering the severity of the problem, Google 
acted promptly and applied the patches to internal code 
branches within 48 hours, but unfortunately that’s only 
the beginning of what will be a very lengthy process of 
update deployment.

Google’s Android Security Team deserves apprecia-
tion for taking these issues seriously, addressing them 

by including the patches in the Android Open Source 
Project, and coordinating with members of the Open 
Handset Alliance (OHA) to get the issues addressed in 
o�cial Android compatible devices. 

Protection mechanisms
During successful attacks, the attacker is able to run 
arbitrary code on the target device with media or system 
privileges. Using these privileges, an attacker can perform 
various actions on their victim by listening to conver-
sations, and even enabling video recording without the 
victim’s consent.

On some devices, the a�ected software runs with even 
more elevated permissions as the “system” user. On  
these devices, the attacker has almost full control of the 
device already.

Apart from these elevated privileges, this remote code 
execution vulnerability allows hackers to gain complete 
control of the target device by performing additional 
attack (such as running kernel exploit), which allow the 
attacker to view everything on the device – providing 
unfettered control including access to read the victim’s 
emails, Facebook/WhatsApp messages and contacts, 
access data from other applications or use the device as  
a pivot into the corporate network.

�e attacker can hide traces by simply deleting the 
infected message after a successful attack. In a less 
sophisticated attack, the victim would see one or more 
MMS noti�cations. For failed attack attempts leftover of 
strange MMS would appear on the device.

Protection
1. Update your device: Keep your device updated to 

the latest version at all times. If an update is not 
available for your device, manually install an OS like 
CyanogenMod that support older devices for a longer 
period of time.

2. Verify that the update patched the Stagefright vulner-
ability – Use the Zimperium Stagefright Detector app 
available for free in the Android Playstore to check if 
you device is still vulnerable to all the known vulnera-
bilities in the Stagefright library.

3. Disable Auto-fetching of MMS: You will need to disable 
this for both Hangout and regular messaging apps. 

�e whole Stagefright disclosure was a wake-up call for 
mobile industry. Mobile device vendors and telecom 
providers were scrambling to �nd �xes for this vulnera-
bility. Although Google acted swiftly to deploy patches, it 
took few months for them to reach major device vendors, 
and the patches may never reach all the a�ected devices.
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Dutch MySQL servers used 
for DDoS attacks.

October 

Going forward
In light of such de�ciency in the mobile ecosystem, 
Zimperium launched an open alliance to expedite the 
rollout of security patches. Named ZHA (Zimperium 
Handset Alliance), its members include about 30 of the 
largest mobile device vendors, and network carriers in 
the world.

Lessons for mobile ecosystem

The next wave of mobile threats is coming
Enterprises and individuals cannot rely on traditional 
security solutions or device management to protect 
from mobile APTs. Now that we have su�cient evidence 
of extremely complex attack mechanisms, the mobile 
device vendors, app developers, and businesses should 
seriously consider integrating advanced MTP solution 
into their mobile systems.

MTP built from scratch
As of today, all of the traditional security solutions 
(including MDM, EMM and mobile anti-virus) cannot 
detect Stagefright attacks. It’s time that CIOs and CISOs 
look at MTP as an essential layer of security, in addition 
to MDMs. Mobile security solutions that are using the 
same approach that were used in PCs would not do the 
trick in the mobile environment due to important archi-
tectural limitations that do not allow the same methods 
to work. �ese architectural limitations starts include 
limited permissions, low resources (battery, memory 
and CPU) as well as constantly connecting to unknown 
environments (cell towers and WiFis).

Secure mobile devices would soon become  
a competitive differentiation
Enterprises ranging from device vendors to mobile 
network operators play with very few elements of di�er-
entiation. With growing awareness of mobile threats 
among end-users, and the proliferation of targeted 
attacks, mobile security would be among the top di�er-
entiation elements for these verticals. Samsung already 
started the trend by pushing its KNOX platform enabling 
its Android devices to be used for business. 

About the Author

Zuk Avraham, Founder, Chairman and CTO of Zimperium

Zuk Avraham is a world-renowned white-hat hacker and 
leading security expert. Zuk began his career as a security 
researcher in the Israeli Defense Force before being 
recruited by Samsung Electronics, where he published 
the �rst return-oriented programming technique for 
ARM architecture. His security work has been the subject 
of academic research and is often quoted in leading 
publications such as Forbes, MIT Technology Review and 
Engadget. As Founder and CTO of Zimperium, Zuk  
leads a team of specialists dedicated to protecting  
organizations from the growing threat of in�ltration via 
mobile devices. He and his team have pioneered many 
new security approaches, including signature-indepen-
dent protection.
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Online back-ups Dutch 
retailer (Hema) usb sticks 

publicly accessible.

reach notification overkill? 
Floris van den Dool (Accenture), 
Paul Oudshoorn (Accenture), Bindiya Priyadarshini (Accenture)

Cyber-attacks seem to be a normal routine life, with the nerve wrenching and numbing 

increase in the number. With very few solutions available against the problem this reminds 

of severe epidemics short of vaccinations. 

Year after year, cyberattacks continue to intensify in rate of recurrence, brutality and 

sway. All possible methods of prevention and detection methods have proven to be largely 

ine�ective against increasingly adroit information molestation. After all, an attacker needs 

to �nd only a few angles of attack to succeed, while success for defenders is much harder to 

achieve. Organizations that can a�ord it have joined the race for talent and are building up 

teams of skilled incident responders to counter the highly skilled cyber criminals. 

European Cyber Security Perspectives  2016 | 43



November

UK Draft bill for extending Investigatory 
Powers increases data retention requirements 
for ISPs and puts restrictions on use of strong 
end-to-end encryption.

4

Today, data breaches are the noisiest among the attacks 
due to breach noti�cation requirements in regulated 
sectors and countries and hard lessons learned in miti-
gating reputation damage (e.g. Talk Talk hack in October 
a year after another hack). �is number should be 
expected to increase now that Europe has just e�ectuated 
breach noti�cation requirements in January 2016 for all 
industries. A great visual resource for watching the evolu-
tion of breaches is depicted in the �gure1

 
�e 2015 Data Breach Investigation Report2 claims that 
the estimated �nancial loss from 700 million compro-
mised records is more than $400 million which shows 
the real importance of managing data breach and system 
compromise as a pre-initiative and the real picture where 
we stand alongside.

Other types of unregulated impact like theft of intellec-
tual property or con�dential information is however 
likely more disastrous for organizations who may  
lose their competitive advantages or even hard value  
when disclosed. 

(1) http://www.informationisbeautiful.net/visualizations/ 
worlds-biggest-data-breaches-hacks/

(2) http://www.verizonenterprise.com/DBIR/

�e Media industry devoting enormous number of 
articles worldwide related to data breaches, hacks, and 
security incidents it was the year when major threats 
were bestowed upon with emblems and the organiza-
tions for the �rst time needed to hire and emphasize over 
IT security than marketing. 

While a few years ago it was hard to get on the agenda of 
the board, Security professionals now have to navigate 
the increased news value and media coverage. �ey 
have to be always ready to respond the ‘are we protected 
against that’ questions from the top, while still keeping an 
eye on the ball – mitigating risks, not panic.
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Security update for 
Kerberos to addres 
security feature bypass.

Things start to get shaky
�e traditional top three victim sectors are still the 
same: Public, Information, and Financial Services, 
despite continuous investments in defenses. But also 
from healthcare, to education, to hospitality, to retail, 
to entertainment, to professional, to manufacturing, to 
telecom and ISP, to technology, to administrative and to 
transportation, each and every sector was hacked in 2015 
and was in the news either for distrust, or loss of data, or 
service outage, or defacement, or disruption to one or the 
other of its IT means. So the take-home is: No industry is 
immune to security failures. 

Now that this is �nally dawning on organizations and the 
public, new horizons arrived. As a result of innovations 
and the rise of more and more connected devices a.k.a. 
�e Internet of �ings, security researchers and hackers 
are shifting focus to this new playground as well.  
2015 was certainly the year where car manufacturers 
like Chrysler had to admit to vulnerabilities in the 
embedded IT systems and do old-fashioned callback 
for a bug�x. Tesla on the other hand is performing over 
the air updates and is enabling more car controls to be 
automated. No noti�cation law will be necessary to know 
when attackers would gain control of that…

�e industry’s deprive was anyways unbounded when on 
October 12th 2015 Europe woke up to a shocking admit-
tance by the chief of the European Aviation Safety Agency 
when he warned that the hackers could in�ltrate critical 
systems that keep planes up in the air3.  

Another foundation rocked?
Following last year’s foundational issues with the SSL 
protocol (Heartbleed), this year Cisco, the dominant 
networking equipment supplier in Europe and world-
wide, during September 2015 revealed to a presence of 
a malware named as SYNful Knock4 in its routers that 
are compromised and possess a great security threat.  
�e program is embedded in to router illegally through 
a device’s �rmware which could be of any vendor. �e 
malware is inserted through changing the router’s �rm-
ware image which stays even after they are rebooted. 

�e impact of such backdoor malware is that they can 
access sensitive data of host that are using the victim’s 
brand of routers and can fetch the sensitive data of that 
organization. �e implant gets activated by modifying  
the router company’s Inter-network operating system 
as it allows the attacker to use various modules from 

(3) http://www.scmagazineuk.com/european-aviation-body-warns-of-cyber-attack-
risk-against-aircraft/article/444487/

(4) https://www.�reeye.com/blog/threat-research/2015/09/synful_knock_-_acis.html

internet. �is helps in getting access to passwords of 
various systems.  

Tug-of-war
And even security companies get breached. Kaspersky 
Lab had to con�rm in June their security was compro-
mised in the spring of 2015 by an attack that was “one of 
the most sophisticated campaigns ever seen”5. 
And in July 2015, the Hacking Team, a controversial 
Italian company that specializes in selling powerful 
surveillance software, has been colossally hacked. 
Included in a 400GB cache of �les released publicly are 
alleged hotel bills, invoices from government agencies for 
computer exploits, passwords, and possibly even the 
source code for a number of the company’s products.  
 
�e demand and supply of security both o�ensive and 
defensive is a tug of war that our generation will have 
to �ght, and eventually, win. Media attention for Cyber 
Security is both a blessing and a distraction to achieve 
that goal, but a much better alternative than the lack of 
attention. So let the noti�cations come!

(5)  http://www.bbc.com/news/technology-33083050
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World Bank site has 
certificate revoked after 
hosting phishing page.

inkedin fixes persistent 
xss vulnerability.

12

Phone scammers 
impersonate as ISP.

You are the problem, 
not the passwords! Daan Planqué (KPN)

A lot has been written about why passwords don’t work as a tool to secure 

our data and the types of solutions that are available to try and solve this 

problem. However, these solutions and many of the articles or research 

papers only consider the technical aspect and don’t look at the human factor. 

And it is the people that use a username/password for logging in, that write 

the code of the implementation, or de�ne the standards which are the reason 

that passwords don’t work. If we can change how people use all aspects of the 

username/password scheme then it might be possible to make cyberspace a 

more trustworthy and safer place to be. 
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US power grid 
vulnerable to 
foreign hacks.

7

Palo Alto Networks Research Shows 
New Twist On Old Cyberattack Method 
Targeting Mobile Devices.

So… what exactly is the problem 
 we are looking at?
Before I go o� on my rant, a little bit of context on the 
situation at hand is required. Passwords are probably 
as old as human civilization in that they are used to 
identify a friend or foe. �is manner of identi�cation 
expanded into the digital realm during the early 1960s 
when Professor Fernando J. Corbato was working on the 
Compatible Time-Sharing System (CTSS) at MIT. During 
his work, he realized that he needed a method, that 
would give each user their own private compartment on 
the storage system to prevent people snooping around 
in the �les of others. For this he most likely invented 
the method for authenticating a person on a computer 
system by using a combination of username and 
password. However even then this method had bugs1, 
a problem that has not disappeared since, after it was 
abused by an insider2. 
Since the early 60’s many di�erent solutions have been 
proclaimed as being one  the solution for all the inse-
curities of the password problem. Examples are Two 
Factor Authentication (2FA), password managers such 
as KeePass3 and Lastpass4, Smartcards, Fingerprint and 
face recognition,  Windows Hello1, and PKI solutions.  
However, in more than �fty years, none of the solutions 
have embedded themselves into the digital world in the 
same way that the username/password scheme has done. 
�is has led to researchers being able to analyze data 
dumps for the top 500 passwords5 6 and hackers to abuse 
this information to breach websites. An example of this is 
the iCloud breach in 2014 where compromising pictures 
of famous people were leaked7due to easy passwords 
being used and no brute force protection. 

What exactly causes these problems?
As said before the password problem is not technical 
but human in nature. It can be split into three factors 
that in�uence the usability of passwords namely: trust, 
memory, and the making of mistakes. 
First o� is that people are naturally trusting of others, 
unless given good reason not to be. �is trust is what 
is abused during social engineering attempts by con 
artists or swindlers. �is abuse of trust has propagated to 
cyberspace while removing the physical limitations. In 

(1) www.multicians.org/thvv/compatible-time-sharing-system.pdf - page 20

(2) www.multicians.org/thvv/compatible-time-sharing-system.pdf - page 42

(3) http://keepass.info/ 

(4) https://lastpass.com/ 

(5) http://cynosureprime.blogspot.nl/2015/09/ 
csp-our-take-on-cracked-am-passwords.html

(6) http://www.troyhunt.com/2011/06/brief-sony-password-analysis.html 

(7) https://github.com/hackappcom/ibrute

cyber space con artists present themselves in the form of 
phishing mails from Nigerian princes promising moun-
tains of gold, or your Telecom provider saying that you 
haven’t paid a certain invoice with the threat that it will 
send a collection agency if you don’t pay. When taken 
seriously these emails can lead to the loss of personal 
information via phishing (the Nigerian prince) or via 
malware on your computer (the invoice attached to the 
threatening email). 
�e second likely cause: memory, is about the innate skill 
of humans of remembering the things you don’t need 
to remember and not remembering the things you do 
need to remember. Passwords shouldn’t be a problem, 
as most people can remember the �ve or six passphrases 
that they use everywhere depending on security require-
ments. However, human memory cannot cope with 
the fact that every website has di�erent requirements 
for creating a password. �is leads to a lot of di�erent 
passwords that someone needs to remember.  Now, you 
could just make one password that ful�lls all the require-
ments. Except, some websites require you to change your 
password within varying periods of time or one website 
could be hacked and your password made public. In the 
end, this slowly translates to the creation of a long list of 
passwords, which are all very strong but almost impos-
sible to remember, even when using tricks proposed by 
Bruce Schneier8 or XKCD9. Eventually, most people give 
up and write their passwords down on paper, in an Excel 
sheet, or in a password manager of unknown quality. 

�e third factor is that people tend to make mistakes. As 
said before the idea of the username/password scheme 
was translated into code to limit access to parts of the 
storage system. As in the afore mentioned factor, the 
implementation of an idea into code is often not perfect 
and this leads to bugs in the code which in turn lead to 
security vulnerabilities. �ese security vulnerabilities, 
when found, are then exploited by a third party who, 
from that moment, is the new and, most likely quite 
happy, owner of your password. However, the authen-
tication mechanism has more facets to it than just a 
username/password login screen, all of which are closely 
scrutinized for vulnerabilities by hackers. For instance  
facets such as the password storage10 algorithm, trans-
port encryption11, and vulnerabilities in browsers and 
websites12. 

(8) https://www.schneier.com/blog/archives/2009/08/password_advice.html 

(9) https://xkcd.com/936/ 

(10) http://cynosureprime.blogspot.nl/2015/09/ 
how-we-cracked-millions-of-ashley.html 

(11) http://heartbleed.com/ 

(12) https://www.owasp.org/index.php/Cross-site_Scripting_%28XSS%29 
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Vulnerability gave 
access to routers of 
millions of Germans.
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Computer crime law 
submitted to Dutch 

lower house.

Answers puzzles
Easy:

1) YOU GOT IT RIGHT
2) YOU ARE READY FOR THE NEXT LEVEL
3) THIS IS THE LAST ONE ON THE EASY LEVEL
Medium:
1) Sector-C
2) Solve Medium 1 before you try this one
Hard:
Send your results of the 'Hard' puzzle to  
ecsp@kpn-cert.nl.

To counter these issues a solution has been devised in the 
form of Two Factor Authentication (2FA). �is solution 
itself is quite good in the fact that it adds a second layer 
to the authentication mechanism as it adds a ‘something 
you have’ factor to the already present ‘something you 
know’. �is thing that ‘you have’ can be either a phys-
ical token13, an app14, or be a code sent to your mobile 
phone via SMS. And while it does improve security it 
can also add to the problems that people already have 
with passwords. People can forget the token, write down 
their backup codes on paper, or an error is made by a 
standards body in the cryptography used by the transport 
protocol of the mobile network. 

In the end it comes down to the fact that humans are 
responsible for, if not the root cause, of passwords having 
the bad reputation that they do. Experience strongly 
suggests that we are, by nature, trusting, bad at remem-
bering things, and quick to make mistakes. So is there a 
solution that allows us to secure our data and if there is, 
what might it be?

Possible solutions
�ere is de�nitely good news: If the human race can 
�gure out how to send people into space then a secure 
and easy authentication scheme should not be unattain-
able. Whatever the solution might be, it needs to be A) 
Easy to use, B) Transparent,  C) Technically simple and 
D) Remove us from the equation as much as possible. 
If these four requirements are not met, then either no 
one wants to use it (option A&B), implement it (option 

(13)  https://www.yubico.com/products/yubikey-hardware/yubikey-2/ 

(14)  https://support.google.com/accounts/answer/1066447?hl=en

C), or want to be used for solving the problem (option 
D). Any other requirements are positive additions and 
aspects that one might consider are integration with 
current technologies such as U2F15, OpenID16, PKI17, and 
governmental ID cards. For example, Windows Hello can 
be used to unlock a device via biometrics, afterwards an 
embedded U2F module can generate a public key  for 
every website the user wants to register to. �is would 
replace the authorization of the user towards the web 
server and the identi�cation and authorization of the 
user on the local system. One could then also add the 
OAuth18 standard to allow for attribute based identi�ca-
tion of a user to double check their identity. 
To make the solution usable by all platforms, e.g. 
Windows and OSX,  one would need a certi�cate that is 
stored in a central place that the user can transfer to the 
device. �is can be achieved by storing the certi�cate on 
a government issued ID card which can be transferred 
by NFC to the device in question and unlocked using a 
personally con�gured password. �is would allow for a) 
unique identi�cation of the owner and b) prevent iden-
tity theft. �is scheme is not perfect as it is technically 
complex and requires answers on matters such as the 
privacy of the user, remote updates to �x security vulner-
abilities, and trust relationships regarding the production 
of the tokens. However, the solution is user friendly as 
it only requires items someone already has and none of 
the technical issues are impossible to solve however they 
will require the cooperation of many di�erent parties 
including subject matter specialists, private companies, 
standard bodies, and governments. 

To conclude
So are we the problem in the username/password 
authentication scheme? We are forgetful, can only 
remember so much, and will, at some point, make 
mistakes. We have been this way for a very long time and 
will, probably, continue to be so for quite a long time. 
However, if we want to improve security and trust in 
cyberspace and in ourselves, it will require us to counter 
these weaknesses. �e problems previously stated can 
be solved but will require time and good cooperation 
between many di�erent parties so as to provide a secure 
and easy to use method to secure your data. 

(15)  https://�doalliance.org/speci�cations/overview/

(16)  http://openid.net/foundation/

(17)  https://en.wikipedia.org/wiki/Public_key_infrastructure

(18)  http://oauth.net/2/
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Overview 
contributing partners

KPN is the largest telecom and IT service provider in the 
Netherlands. Our network is Dutch to the core. We have a 
clear mission – to help the Netherlands move forward through 
that network.We believe in a society in which communication 
technology makes life richer, easier and fuller. KPN wants to be 
the unifier of that society, for people and companies. At home, 
at work and on the move. We have the resources, and the 
technology for reliable fixed and mobile networks.

The National Police is investing in one strong approach 
towards cyber crime. From 2015 onwards, regional police 
shall investigate a growing number of such cases, applying 
expertise gained in recent years by themselves and by the 
National High Tech Crime Unit (in Dutch: Team High Tech 
Crime, or THTC). Since 2012, the focus of THTC lies on 
preventing and investigating high-impact cyber crimes with 
an innovative and complex nature, undermining society. 
In 2013, the unit won the Mensa Fonds Award for being 
the best employer for highly-gifted individuals. Working 
closely together with both regional and international law 
enforcement, THTC can be invoked in any high tech crime with 
a victim, a suspect or abused infrastructure residing in the 
Netherlands. We encourage you to report cyber crimes. Please 
make an appointment with your local police station and ask 
for the presence of a digital expert. If needed, they will invoke 
THTC. You are also welcome to follow THTC on 
Twitter: @PolitieTHTC

Accenture is a leading global professional services company,  
providing a broad range of services and solutions in strategy, 
consulting, digital, technology and operations. Combining 
unmatched experience and specialized skills across more 
than 40 industries and all business functions—underpinned 
by the world’s largest delivery network—Accenture works at 
the intersection of business and technology to help clients 
improve their performance and create sustainable value 
for their stakeholders. With approximately 373,000 people 
serving clients in more than 120 countries, Accenture drives 
innovation to improve the way the world works and lives. 
Visit us at www.accenture.com.  

Deloitte provides audit, tax, consulting, and financial advisory 
services to public and private clients spanning multiple 
industries. With a globally connected network of member 
firms in more than 150 countries, Deloitte brings world-class 
capabilities and high-quality service to clients, delivering the 
insights they need to address their most complex business 
challenges. Deloitte has in the region of 200,000 professionals, 
all committed to becoming the standard of excellence.

Royal Philips is a diversified health and well-being company, 
focused on improving people’s lives through meaningful 
innovation in the areas of Healthcare, Consumer Lifestyle and 
Lighting. Headquartered in the Netherlands, Philips posted 
2015 sales of EUR 24.2 billion and employs approximately 
104,000 employees with sales and services in more than 
100 countries. The company is a leader in cardiac care, acute 
care and home healthcare, energy efficient lighting solutions 
and new lighting applications, as well as male shaving and 
grooming and oral healthcare.  

Zimperium is a leading enterprise mobile threat protection 
provider. Only the Zimperium platform delivers continuous 
and real-time threat protection to both devices and 
applications. With Zimperium, businesses protect devices and 
apps against known and unknown cyberattacks from a single 
platform to boost mobile productivity, while safeguarding 
employee, customer and company data. Serving global 
organizations at enterprise scale, Zimperium’s award-winning 
solution is based on a disruptive, on-device detection engine 
that uses patented, machine learning algorithms to protect 
against the broadest array of mobile attacks. Headquartered 
in San Francisco, Zimperium is backed by major investors 
including Samsung, Telstra and Sierra Ventures.

The National Cyber Security Centre (NCSC-NL) is a 
government organization dedicated to increase the resilience 
of Dutch society in the digital domain and, by doing so, to 
help create a safe, open and stable information society. 
Through its network strategy, it aims to increasingly involve 
various other organizations in order to fully utilize their 
combined knowledge and experience. At this stage, the NCSC 
has established fruitful cooperation with other government 
bodies, public and private parties, the academic community, 
and with numerous international partners. One of its main 
products is the annual Cyber Security Assessment report, in 
which the NCSC - in cooperation with its partners - describes 
the current state of affairs of cybercrime and digital security 
in the Netherlands.
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