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INTRODUCTION
In any democratic society, the privacy and data 
protection of individuals are of utmost importance. 
Privacy is a fundamental human right in the Euro-
pean Union and the challenges related to this topic 
have increased enormously because of the rapid 
developments in the information and communica-
tion technologies. As a response, the EU drafted the 
GDPR to safeguard the protection of the citizens’ 
personal integrity. 

The GDPR is the General Data Protection Regula-
tion. It applies to the complete processing of person-
al data stored on premise or in the cloud, and from 
collection to deletion. It requires organizations to de-
ploy enhanced protection against security intrusions. 
If a breach occurs, the supervisory authority and the 
affected individuals must be informed through a 
formal procedure. 

In this whitepaper, we want to bridge the gap be-
tween the legal framework and the technological 
requirements. This regulation will have a serious 
impact on employees, business processes and 
technology. That is why implementing the GDPR is a 
board-level issue. SecureLink is no legal advisor, but 
we have a very strong expertise on this regulation. 
Our security specialists will advise and guide your 
organization towards GDPR readiness. Within the 
SecureLink portfolio, we have the technical building 
blocks and privacy by design strategies to do so.

We want to bridge the gap between 
the legal framework and the 
technological requirements. This 
regulation will have a serious impact 
on employees, business processes 
and technology.
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GDPR READINESS APPROACH
The steps that must be taken to comply with the GDPR.

In other words, the assessment will give you a clear 
overview of the various data flows and the possible 
impact of data breaches.

It is not mandatory for every organization to perform 
a Privacy Impact Assessment; however, as stated by 
the GDPR legislation, it is important to have a  
risk-based approach to decide on the appropriate 
technical controls. In other words, use the data inven-
tory to assess the impact of data loss. The Privacy 
Impact Assessment is a very useful tool for your risk 
analysis process.

Step 4: Implement technical controls & security 
processes
Thanks to the GDPR readiness assessment, the data 
inventory and the privacy impact assessment, we 
have a strong platform to assist your organization 
with their risk assessment and to help them create an 
action plan. 

In this plan, we give priority to the protection of the 
most sensitive data. This might involve the imple-
mentation of technical controls and security process-
es corroborated by the end-to-end Security model 
that is part of the ‘Privacy by Design’ approach. In 
addition, the proposed design will also build on the 
‘defense in-depth model’ and prioritize the steps of 
the ‘Security Maturity model’ applied to your organi-
zation. 

Step 1: GDPR Readiness Assessment
A GDPR Readiness Assessment is initially carried out 
to determine the starting position of your organi-
zation. On that basis, we can estimate how much 
work is left in your GDPR project. First, we start off 
by interviewing relevant stakeholders. We ask them 
about organizational awareness, process maturity, 
legal steps and technical maturity. This assessment 
will provide high-level support and will indicate which 
actions are required and recommended. 

Step 2: Data Inventory
In order to implement relevant data protection and 
controls, an organization needs to start by under-
standing which personal data they have, where it 
resides, and why they have it. For many, this can be a 
challenging task. That is why we recommend a ‘top-
down’ and a ‘bottom-up’ approach. This is a manda-
tory task that must be performed based on Article 30 
in the GDPR.

Step 3: Privacy Impact Assessment & Risk 
Analysis
When you process sensitive or personal data, it is 
required to do a Privacy Impact Assessment, also 
known as Data Protection Impact Assessment. For 
some organizations, a ‘Privacy Impact Assessment’ 
is not compulsory, but it may help to answer ques-
tions such as:

• Where are the data?
• What is the purpose of the data?
• Who can access the data?
• What is the impact in case of data loss?
• Which security controls are required?

1. GDPR READINESS 
ASSESSMENT

 2. DATA INVENTORY 3. PRIVACY IMPACT 
ASSESSMENT & RISK 
ANALYSIS

4. TECHNICAL CONTROLS 
& SECURITY PROCESSES
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Privacy must be continuously protected across the 
entire domain and throughout the life-cycle of the 
data in question. There should be no gaps in either 
protection or accountability. The ‘Security’ principle 
has special relevance here because, at its essence, 
without strong security, there can be no privacy;

• Security – Entities must assure responsibility 
for the security of personal information (gener-
ally commensurate with the degree of sensitiv-
ity) throughout the entire lifecycle, consistent 
with standards that have been developed by 
recognized standards development bodies.

• Applied Security standards must assure confi-
dentiality, integrity and availability of personal 
data throughout its lifecycle including, inter alia, 
methods of secure destruction, appropriate en-
cryption, and strong access control and logging 
methods.

This principle has become very critical in the era of 
data breaches. A strong focus must be on the detec-
tion of risks and the response to them, rather than 
solely focusing on the protection of the data. A good 
risk management is a vital part of the End-to-End 
Security Model to prevent or mitigate the impact of 
data breaches.

6
Practical tips on the GDPR: 

1. As GDPR is a board-level concern, you should create a gover-
nance group under the direction of the CIO, CISO and Data Pro-
tection Officer. Assess the GDPR Readiness of your organization 
and develop an action plan on legal, process and technical level. 

2. Consider your data and understand which data you need and 
which data you collect. Which data do you process and do you 
need to collect or retain the data?

3. Identify the flow of personal data in your organization and map 
how it is processed, secured, stored and deleted. 

4. Assess your current security level and your ability to protect 
personal data against unauthorized processing and data loss. 

5. Use the ‘Privacy by Design’ approach to enhance your security 
level in order to protect the personal data and to make it compli-
ant by default.

6. Implement a breach notification process via continuous security 
monitoring to make sure you have the right tools to comply with 
the 72-hours notification deadline. 

PRIVACY BY DESIGN CONCEPT
The ‘Privacy by Design’, also called ‘Data Protection 
by Design’ approach is a concept that was developed 
by Ann Cavoukian, former Canadian Information 
and Privacy Officer (https://www.iab.org/wp-content/
IAB-uploads/2011/03/fred_carter.pdf). Its seven Foun-
dational Principles are based on the view that privacy 
cannot be assured solely by compliance to regula-
tory frameworks. An organization must have privacy 
assurance as a default mode of operation.

The EU legislator has endorsed these concepts and 
the ‘Privacy by Design’ approach is going to be man-
dated by the GDPR as one of the requirements for 
data controllers. However, it does not explicitly define 
all concepts in detail, leaving some room for interpre-
tation. You can find more information on https://www.
enisa.europa.eu/topics/data-protection/privacy-by-de-
sign & in the document ‘Privacy and Data Protection 
by Design – from policy to engineering’ to be found 
on https://www.enisa.europa.eu/publications/priva-
cy-and-data-protection-by-design

The ‘Privacy by Design’ approach’s foundational 
principle number 5 ‘End-to-End Security – Lifecycle 
Protection’ is very important to SecureLink:
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END-TO-END SECURITY LIFECYCLE MODEL

1. Prepare
Preparation is vital in proper risk management. The 
GDPR readiness assessment is the first step in this 
process during which we analyze the ‘gap’ between 
your organization and the GDPR regulation. In this 
assessment, special attention goes to personal data, 
particularly its location, access policies and risk pos-
ture as well as infrastructure vulnerabilities. In some 
cases, the IT GRC (Governance, Risk and Compliance) 
framework helps to assess potential risks, to report 
back to the board and to remediate gaps thanks to 
advanced security measures.

During this first phase, we also create a data register. 
This can be done top-down by reviewing business 
processes and by documenting the use of personal 
data. 

There are specific technologies based on such a bot-
tom-up approach that assist in assessing, retrieving 
and identifying your personal data. They are part of 
our portfolio:

• Data Discovery
• Data Classification

2. Protect
When the infrastructure and personal data vulnera-
bilities have been assessed, it is time to protect your 
data.

1. PREPARE 2. PROTECT 3. DETECT 4. RESPONSE PLANNING
Understand personal data & 

risk posture
Protect personal data from 
malicious attacks & misuse

Provide rapid detection
Understand impact of breach

Respond efficiently & 
effectively to be compliant  

Mitigate risk

There are five distinct technologies that protect your 
personal and confidential data. Many technologies 
are already available within the SecureLink portfolio:

• Data Loss Prevention
• Cloud security
• Secure file sharing & collaboration
• Privileged account security
• Encryption

3. Detect
It is impossible to protect your organization 100% 
from a data breach. The question is not if, but when 
data breaches will occur. A good detection mecha-
nism should be in place. Every organization experi-
ences a critical shortage of security staff. On top of 
that , it is also very expensive to hire, train and retain 
skilled in-house security analysts, researchers and 
responders. 

The SecureLink Cybersecurity Defense Center (CDC) 
helps you resolve this problem. Its security special-
ists rely on a good SIEM solution and they monitor 
your infrastructure and analyze incidents, on a 24/7 
basis if necessary. 

4. Respond
If a breach occurs, a response phase based on the 
end-to-end security model is required. This includes 
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the technical remediation of the incident and requires 
all stakeholders to be involved in a transparent man-
ner. The GDPR demands a breach notification within 
72 hours when personal data is leaked. A response 
plan can be very complex and contains multiple steps 
as there are:

• Incident triage
• Containment
• Public Relation Management
• Crisis Management
• Litigation

SecureLink assists you in incident triage and contain-
ment. When all post-incident actions are taken, an 
improvement plan is proposed to prevent the same 
incident from happening again.

From a technological point of view, the information of 
our Security Incident and Event Management (SIEM) 
and of our User and Entity Behavior Analytics (UEBA) 
technology complemented by additional incident 
response software, contributes to the incident triage 
and containment. 

Additionally, SecureLink provides Rapid Response 
Services that are part of our Cyber Security Ser-
vices portfolio. The Detect & Respond service helps 
customers comply with the mandatory data breach 
notification and meet the 72-hour deadline .

DEFENSE IN-DEPTH MODEL
The described technologies all focus on data security 
which is also a key element of the GDPR, but you 
cannot start implementing technologies without 
considering the different aspects and layers related 
to a holistic security approach. You need to think of 
network, host, application and data protection. The 
Defense-in-depth model will guide you through this 
process. 

The principle of defense-in-depth, is that layered 
security mechanisms strengthen the security of the 
entire system. If an attack causes one security mech-

anism to fail, other mechanisms may still provide the 
necessary security to protect the system. For exam-
ple, it is not a good idea to totally rely on a firewall to 
provide security for an internal-use-only application, 
as firewalls can be circumvented by a determined 
attacker (even if it requires a physical attack or a so-
cial engineering attack of some sort). Other security 
mechanisms should be added to complement the 
protection that a firewall offers (e.g., identity and ac-
cess management, and security awareness training) 
to address different attack vectors. 

At SecureLink, we have the technology to protect your 
network, host, applications and data. We selected 
this technology to make sure we can provide an an-
swer to the CIS Top 20 Critical Security Controls. 

The CIS Critical Security Controls (CIS Controls) are a 
concise, prioritized set of cyber practices created to 
stop today’s most pervasive and dangerous cyber-at-
tacks. The CIS Controls are developed, refined, and 
validated by a community of leading experts from 
around the world.

On top of technology, we use the ISO 27001 Informa-
tion Security Management Systems standard for the 
implementation of procedures and security policies 
in your organization.

This standard explains the purpose of an Information 
Security Management System (ISMS) that is used 
to manage information security risks and controls 
within an organization. Bringing information security 
deliberately under management control is a central 
principle throughout the ISO/IEC 27000 standards.

The GDPR demands a breach 
notification within 72 hours when 
personal data is leaked. A response 
plan can be very complex and 
contains multiple steps.HOURS

72
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SECURITY MATURITY MODEL
Despite this ‘defense-in-depth’ approach and significant investment in layers of prevention technology, the num-
ber of cyber breaches continues to increase dramatically. Therefore, an effective breach detection and response 
capability are now required. All organizations want to increase their ‘Security Maturity’ and bolster their existing 
prevention capabilities as well as these end-to-end security disciplines called  detection and response.

You will need a clear strategy and an in-depth evaluation to achieve this. The Security Maturity model will help you 
establish the sequence of technical controls and security processes you need to improve. SecureLink assists in 
determining your Security Maturity level and helps you develop an effective strategy through a range of bespoke 
consultancy engagements.

SecureLink’s Security Maturity Assessment ensures that your organization gets an accurate view on its current 
situation and helps you create a customized strategy. It will act as a guide for all future security decisions and 
projects on your road towards GDPR readiness. 

 The Security Maturity Assessment’s executive summary includes a Strategy Summary that provides the 
over-arching plan outlining the best way to improve your Security Maturity, typically over a 3-year period. The 
Security Maturity report also includes a prioritized list of specific risks and recommendations that must be 
addressed in the guidelines described in the Strategy Summary. For each risk or recommendation, we provide a 
brief overview and relative analysis of potential solutions and their relative cost and implementation timescales.

This enables your organization to rapidly and confidently increase their security maturity in the most efficient and 
effective way.

SUMMARY
It is clear that the GDPR is all about ‘data’, but more specifically about ‘personal data’. ‘Data security’ is a compo-
nent of Cyber Security in which SecureLink is specialized. As explained in this whitepaper, it is not only about data 
security, it is about protection on all layers with respect to detect, protect & response. To achieve a good Cyber 
Security approach, you need to implement Security Controls based on the CIS Top 20 Critical Security Controls 
and procedures based on ISO 27001.  

The GDPR Readiness Assessment, followed by the creation of a data inventory and Privacy Impact Assessment, 
will provide your organization with a clear insight into the data flows and risks of your business processes. A 
proper analysis of the gathered information will facilitate the risk-based decision on the appropriate data security 
controls and security processes. 

SecureLink helps your organization to discover your actual Security Maturity level and to develop an effective 
strategy through a range of bespoke consultancy engagements. The Security Maturity improvement will include a 
data centric strategy to guide your organization towards GDPR readiness on data security level. 

SecureLink’s Cyber Defense Center assists your organization in detecting data breaches. It also provides the 
investigation and required reporting to make appropriated decisions when responding to those breaches. 

We are Cyber Security specialists. We empower organizations to protect themselves in an increasingly online 
world so they maintain the trust and confidence of their customers. In short, GDPR is the EU legislation regulat-
ing the data life cycle that must be incorporated in your Cyber Security strategy. SecureLink is happy to create 
this strategy with you!!
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Ask Simen how to ease your journey towards GDPR readiness.

Simen Van der Perre,  
business developer GDPR @ SecureLink 
simen.vanderperre@securelink.be 
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SECURELINK
Safely Enabling Business

SecureLink specializes in the design, the implementation and the support of the most reliable and innovative net-
working, virtualization, security and data center infrastructure solutions. Over the years, we have become one of the 
largest Pan-European cyber security integrators. 

We supply more than just advanced technology; we are also service providers who offer vendor-independent advice. 
Thanks to our extended security expertise, we are able to solve the most complex cyber security challenges.

Our experience in Managed Security Services offers you security and continuity. The SecureLink cybersecurity spe-
cialists are available 24/7 to assist you from the Cyber Defense Center. Our experts are known for their results-ori-
ented, no-nonsense approach and strong expertise. 

SecureLink’s know-how, passion and personal customer approach result in an innovative service, high customer sat-
isfaction and acknowledgement from the most renowned vendors in the industry. We safely enable your business.

Fields of expertise: 

• Secure Workspace
• Virtualization
• Next Generation Security Gateways
• Endpoint Security
• Proxy Security Gateways
• Managed Services
• Dynamic Network Access Control
• Core Network Services; Secure Infrastructure
• Visibility & Analytics
• Cloud Security

We supply more than just advanced technology; 
we are also service providers who offer vendor-

independent advice. Thanks to our extended 
security expertise, we are able to solve the most 

complex cyber security challenges.

SecureLink Nederland B.V.@SecureLinkNL 

SecureLink is the market leading
provider of cyber security in Europe.

www.securelink.net
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